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Chapter 1. Introduction
1.1. Fields of Application
The Linbox Rescue Server (LRS) is a server providing for each PC on a network the following functions
:

• Save: PC workstation hard-disk images on a network server.

• Restore: Images on the hard-disk in case of problems (virus, file corruption...).

• Install: Through the network, new Operating Systems on new PCs within a few minutes.

• Deploy: The same hard-disk image and thus the same configuration on several PCs.

• Inventory: Manage, audit and control the hardware and software configuration of your network's
workstations.

WITHOUT ANY CLIENT SOFTWARE INSTALLATION ON THE WORKSTATIONS...

The LRS system allows you to save and restore whole workstations' hard-disk partitions on a network
server, independently of the operating system.

To make this possible, the LRS uses a network boot system that takes advantage of the PXE technology.
LRS can also use other types of network interface cards, through the use of "etherboot" boot disks. So
the LRS does not require any software installation on the workstation to be saved or restored.

The LRS is thus very well suited for any organization that requires a backup system, without the need of
deploying a backup software on each computer of a wide network.

In the case of a training center or classrooms, the LRS system allows a full re-installation of a working
configuration on-demand within a few minutes (even automatically by using Wake-on-LAN technology
of some NIC). This way, one can always boot on a fresh, stable and identical system, session after ses-
sion.

1.2. Principle
The PXE compatible NIC takes control of the workstation at boot time, and fetches the Linbox Boot
Loader (LBL) a server-stored boot loader that offers the user the choice between several possible actions
such as: boot on the local disk, restore pre-stored images, re-install a base/shared image or save hard-
disk content.

Hard-disk images are stored in a compressed form (typically 2:1) on the network server. Menu options
presented to the workstation's user are chosen by LRS' administrator in the configuration interface (Web
interface, webmin module). The user's choice can be restricted to only a few actions, and the adminis-
trator can even force choices and automate actions using Wake-on-LAN capability.

Saved images are currently optimized for the following operating systems (see Section 14.1, “Supported
File Systems and Partition Types” [147] for more details):

• FAT16: DOS, Win3.1x, Win95...

• FAT32: Win95,Win98,WinMe,Win2000
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• NTFS: WinNT, Win2000 and WinXP

• EXT2/EXT3: Linux

• ReiserFS: Linux

• XFS: Linux

• JFS: Linux

Partitions and volume managers like Windows LDM, Linux LVM v1 and v2 are supported.

The optimization consists in not saving empty sectors, only sectors with data are saved.

Images for Win9x/Me/NT and Linux can be re-installed on hard-disks that have different geometries
than the hard-disk on which was created their image, providing that they have a greater or equal capacity
(deployment/re-installation function).

Principle
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Chapter 2. Installation
2.1. Server
To understand this section, basic knowledge of Linux or UNIX systems is required.

2.1.1. Pre-installed Server
If you received a pre-installed machine. You just need to connect it to your network. You must then re-
set the network parameters. We use as default parameters: IP=192.168.0.99, network=192.168.0.0, serv-
er name=lrs. Log in as "root" user with the password "linbox".

The main settings to adapt the system to your network and the configuration files are shown below. For
more information, the system manpages can be displayed with the man command:man
[configuration_file] . For example:man interfacesto get all the details about this file. The lbs.conf file
has no man page.

When you change the network settings, you must use the/etc/init.d/networking restart so that the set-
tings are applied.

2.1.1.1. LRS Settings

/etc/lbs.conf contains information about the LRS configuration and user licenses (the key is ig-
nored if you installed the 'LRS libre').
# LRS configuration file
# Comments (begin with #)
iface=eth0 # Interface listening to the clients requests
hwmac=00:06:29:0D:22:66 # MAC address of the network adapter
license=100 # Number of license (i.e. of clients)
key=EB92235ABD4C45C5 # License Key (depend of hwmac and license)

autoselect=no # automatic update of the file header.lst
# if base/local images are created

skelsync =no # automatic update of the template
# if base/local images are created

# password
adminpass=linbox

# paths
basedir = /tftpboot/revoboot # Base system directory
addscript = /tftpboot/revoboot/bin/create_config

[dhcp]
nostaticip=1 # use dynamic dhcp addresses allocation

2.1.1.2. Network Interface Settings

The configuration file to use is/etc/network/interfaces . Here is an example with comments :
# loopback interface (do not change it)
auto lo
iface lo inet loopback

# first network interface
auto eth0 # "auto" means that the interface should

# be brought up automatically on system boot

iface eth0 inet static # eth0 interface definition
address 192.168.0.2 # address IP
netmask 255.255.255.0 # netmask
network 192.168.0.0 # network address
broadcast 192.168.0.255 # broadcast address
gateway 192.168.0.1 # default gateway
up route add -net 224.0.0.0 netmask 240.0.0.0 dev eth0 # for multicast packets

Change this settings according to your needs.

2.1.1.3. DHCP Server
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If you want to use the DHCP server included in the LRS, you should use the Webmin configuration
module. If you have an external DHCP server, please refer to the section 'Using an existing DHCP serv-
er'.

In the Webmin DHCP server module, check that the subnet settings match those of your network card.
Also check that the 'Boot filename' option, is set to '/tftpboot/revoboot/bin/revoboot.pxe'. Do not forget
to add a dynamic address pool in 'Address Pools for Subnet'.

2.1.1.4. Resolver Configuration File (DNS Settings)

Resolver settings are done in /etc/resolv.conf. Here is an example :
search localdomain # default domain search
nameserver 192.168.0.1 # DNS server ip address

By default, no resolv.conf file is installed on the server. To backup clients, LRS uses the NFS filesys-
tem. A client send to the server a mount request for the storage area. For more security, the NFS server
do an inverse DNS request with the client IP address. So the resolver uses resolv.conf to know how to
proceed this inverse resolution. If the inverse resolution returns nothing for the client IP address, the
mount of the storage area will fail. So it is easier and safer to not use a DNS service on the LRS server,
else it involves declaring all the client IP addresses into the DNS.

2.1.1.5. Host Name Settings

The host name is stored in /etc/hostname. By default, the host name is lrs.
lrs

The host name is specified in /etc/hosts too.
127.0.0.1 localhost # do not change this line
192.168.0.2 lrs.localdomain lrs # to set according to your IP,

# your hostname and domain name

2.1.1.6. Editing Other System Parameters With Webmin

Many other parameters, may be modified through webmin and its numerous modules. A few examples
are :

• NFS exported directories configuration (instead of manually modifying /etc/exports),

• Samba configuration,

• Visualization/modification of server hard disk partitions,

2.1.1.7. WINS Name Resolution, Samba Setup

To have the LRS seen by Windows clients from another name, you should add the following lines in the
'[global]' section to /etc/samba.smb.conf:

workgroup = YOURDOMAIN
netbios aliases = NEWNAME

Some modules need to be able to resolve WINS names to work properly. If clients and servers are on the
same subnet, no additional setup should be needed. If not, you should configure the LRS to use a WINS
server, by adding the following lines to the '[global]' section:

wins server = wins.server.ip.address

Pre-installed Server
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If you have more than one WINS server for different networks, please use the following syntax:

wins server = srv1:wins.server.ip.address srv2:other.wins.ip.address

2.1.2. Server Setup From the Bootable CD-Rom
The server setup is made through an auto-installable CD-Rom.

Insert the CD-Rom in the server and restart the server. Verify the order of boot devices in the BIOS con-
figuration. The boot order should allow to boot from the CD-Rom before booting from the hard disk.

The boot program from the CD-Rom will create the partition on the hard disk and will set up a full
Linux distribution (based on a Debian Sarge 3.1), and a pre-configured LRS software.

After the boot on the CD-Rom, you just need to hit twice the "y" key to confirm that you wish to set up
the system on the hard disk. Beware, all data on the hard disk will be erased!

Once the restoration is complete (about 10 minutes), the system will be similar to a pre-installed one, as
described above.

The standard installation will create 3 partitions :

• a main partition of 1.4 GB mounted as root (/) with the filesystem is ext3,

• a 256 MB swap partition,

• a partition of 6.6 GB mounted as /tftpboot with the filesystem reiserfs. This partition contains all LRS
components and the backup area. This partition is managed by LVM (Logical Volume Manager), so
that the storage area can be spread easily across other hard disk partitions. (for more information on
the LVM, please read the 'Suse LVM White Paper', ht-
tp://www.suse.com/us/whitepapers/lvm/index.html).

To make the data partition, /tftpboot, use all available hard disk space, you first have to run
'/root/resize', which will create an additional partition, and will dynamically extend /
tftpboot.

You will also encounter problems Webmin's SSL certificate. To update the certificate, run '/
root/webmincert', and answer the questions but take care to give the official LRS host name (or its IP ad-
dress) on your network, when you're asked for 'Common Name (eg, YOUR name)'.

For the other parameters, please refer to Section 2.1.1, “Pre-installed Server” [3] above.

2.1.3. Manual installation
The LRS is built over some basic packages which can be installed manually on every Linux system. The
procedure described here is based on a LRS installation on a RedHat ES 4 system, but can be done on
other platforms, with the help of specificities of each distribution.

To manually deploy a LRS, you have to:

• Organize the available disk space,

Server Setup From the Bootable CD-
Rom
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• Install the missing packages on the target server (xprobe2, backuppc, etc…),

• Set up the required services (apache, mysql, dhcp, nfs, etc ...),

• Install and setup the LRS service,

• Install and setup the LRS administration interface.

2.1.3.1. Reference platform

The reference platform is a Redhat ES 4 with the following settings:

• English language,

• US keyboard,

• Automatic partitioning, with a / sized to 5 GB, the remainder being free for later use,

• Standard Grub install,

• Network: setup upon the network environment,

• No firewall,

• SeLinux disabled,

• No additional language,

• Timezone setup upon the environment,

• root password: « linbox »,

• Custom settings: no service, no graphical environment, final size: 762 MB.

The LRS will work even if all of the above elements are not set up, with the help of some tuning.

2.1.3.2. Server partitioning

The LRS primarily stores its data in 3 places:

• inventory and lsc data: in a MySQL database,

• system module: in /tftpboot/revoboot,

• files module: in backuppc's data storage directory.

It is strongly advised to group these three data pools together on a single dedicated partition. In this doc-
umentation we will consider that it will be/tftpboot , with:

• /tftpboot/revoboot for the system module,

• /tftpboot/mysql for MySQL,

Manual installation
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• /tftpboot/backuppc for the files backup module.

With regard to the choice of the partition format, it is highly recommended to avoid the ext2/ext3
format: the files module is very greedy for inodes, which implies a very low block size. In this docu-
mentation we will choose the ReiserFS format.

Under RH ES 4, ext2/3 is the only available format.

Here is an example of manual creation of the /tftpboot partition, LVM volume, ReiserFS format:

• keep in mind the free PE number available on the LVM volume (using « vgdisplay »: Free PE),

• create a new logical volume using this number of PE:

lvcreate VolGroup00 --name tftpboot --extents <nombre de PE>

• create a Reiserfs partition type in /dev/VolGroup00/tftpboot:
mkfs.reiserfs /dev/VolGroup00/tftpboot

• make the /tftpboot mountpoint:
mkdir /tftpboot

• declare the partition in /etc/fstab:
/dev/VolGroup00/tftpboot /tftpboot auto defaults 0 0

• mount the partition:
mount /tftpboot

If it is not possible to create a dedicated partition to LRS data, it is still possible to use an existing parti-
tion using a simple symbolic link. For example to store the LRS data in the/data:
mkdir -p /data/linbox/lrs
ln -s /data/linbox/lrs/tftpboot /tftpboot

2.1.3.3. Additional packages

The following packages are required to transform a standard server into a LRS server:

• The official distribution repositories,

• Contributors repositories (if needed, see below),

• The Linbox repository.

The following software has to be installed:

• Webmin,

• DHCP server ( ISC, >=3.0 recommended),
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• TFTP server,

• NFS server,

• MySQL, PHP,

• Samba,

• Apache,

• mkisofs, cdrecord, dvdrecord : to burn CDs and DVDs.

2.1.3.3.1. Native packages

Depending on the mileage of the distribution, the following packages have to be installed (your mileage
may vary):

Service/Dis-
tribution

Redhat ES 4
(RPM)

Mandriva 4
(RPM)

Debian 3.x (DEB) Mandrake 10.x
(RPM)

NFS nfs-utils & nfs-
utils-client

nfs-utils & nfs-
utils-client

nfs-kernel-server &
nfs-common

nfs-utils & nfs-
utils-client

DHCP dhcp dhcp-server & dh-
cp-common

dhcp3-common &
dhcp3-server

dhcp-server & dh-
cp-common

MySQL mysql-server mysql-5.0.24 mysql-server mysql

PHP php, php-mysql,
php-gd2

php4-cgi, php4-xml
, php4-mysql,
php4-gd2

php4-cgi,
php4-xml,
php4-mysql,
php4-gd2

php-cgi

Samba samba samba-client samba samba-client

PERL modules N/D perl-DB_File, perl-
Archive-Zip, perl-
Compress-Zlib,
perl-Digest-MD5,
perl-Authen-PAM,
perl-Convert-BER,
perl-Mon, perl-
Net-SSLeay

libdb-file-lock-perl,
libarchive-zip-perl,
libcompress-
zlib-perl, libdigest-
md5-perl, libau-
then-pam-perl, lib-
convert-ber-perl,
libmon-perl, libnet-
ssleay-perl

perl-DB_File, perl-
Archive-Zip, perl-
Compress-Zlib,
perl-Digest-MD5

TFTP (server) atftpd & tftp atftpd & tftp atftpd & tftp atftpd & tftp

Apache httpd apache-
mpm-prefork,
apache-mod_php4

webmin (version
>= 1.07)

N/D N/D webmin webmin (version
>= 1.07)

mkisofs & cdrecordmkisofs & cdrecordmkisofs & cdrecordmkisofs & cdrecordmkisofs & cdrecord

xprobe2 N/D xprobe xprobe xprobe

Mail Distro system Distro system Distro system Distro system

These packages must be installed now, before even going further in the documentation.
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Do not forget to setup the DHCP, MySQL, HTTPD and NFS services to have them started
at boot using system-config-service, or drakconf.

If a service is unavailable on your distribution, it may be available on a third-party reposit-
ory, such as RPM Forge (http://rpmforge.net) or Dag (http://dag.wieers.com) for all RPM-
based distributions, and backports.org or apt-get.org for DEB-based distributions.

2.1.3.3.2. LRS packages (not Debian based distributions)

To obtain the files below, you must:

• either go to Linbox's « pro » FTP (ftp.linbox.com) to get them,using your customer access code,

• or go to Linbox's « GPL » FTP (ftp.linbox.org)

You must get the following files:

File name File path

atftpd.static /pub/lrs/base/atftpd/atftpd.static

backuppc.init /pub/lrs/backuppc/rpm/backuppc.init

backuppc-0.9.0.wbm /pub/lrs/webmin/backuppc-0.9.0.wbm

backuppc-2.0.2-2.noarch.rpm /
pub/
lrs/backuppc/rpm/backuppc-2.0.2-2.noarch.rpm

base_20061030.tgz /pub/lrs/base/base_20061030.tgz

cgi.tgz /pub/lrs/base/www/cgi.tgz

dhcpd.conf.clean /pub/lrs/base/conf/dhcpd.conf.clean

init.d /pub/lrs/base/conf/init.d

lbs.conf /pub/lrs/base/conf/lbs.conf

lbs-2.6.7.wbm /pub/lrs/webmin/lbs-2.6.7.wbm

lbs-cd-1.7.1.wbm /pub/lrs/webmin/lbs-cd-1.7.1.wbm

lbs_common-1.4.12.wbm /pub/lrs/webmin/lbs_common-1.4.12.wbm

lbs-vnc-0.9.4.wbm /pub/lrs/webmin/lbs-vnc-0.9.4.wbm

lrs-inventory-2.1.2.wbm /pub/lrs/webmin/lrs-inventory-2.1.2.wbm

lrs-theme-3.1.wbm /pub/lrs/webmin/lrs-theme-3.1.wbm

lsc-1.0.2.wbm /pub/lrs/webmin/lsc-1.0.2.wbm

nfs-exports /pub/lrs/base/conf/nfs-exports

smb.conf /pub/lrs/base/conf/smb.conf

webmin-lsc /pub/lrs/base/conf/webmin-lsc

www.tgz /pub/lrs/base/www/www.tgz

xinetd.atftpd /pub/lrs/base/conf/xinetd.atftpd
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The version numbers given here are those which were available when this document was
written, and given as an indication only.

Do not install them now, they will be deployed below.

2.1.3.3.3. LRS packages (Debian based distros)

For all distributions build over Debian, you will have to obtain the following files:

• either by going to Linbox's « pro » FTP (ftp.linbox.com) to get them,using your customer access
code,

• or by going to Linbox's « GPL » FTP (ftp.linbox.org)

File name File path

cgi.tgz /pub/lrs/base/www/cgi.tgz

dhcpd.conf.clean /pub/lrs/base/conf/dhcpd.conf.clean

nfs-exports /pub/lrs/base/conf/nfs-exports

smb.conf /pub/lrs/base/conf/smb.conf

www.tgz /pub/lrs/base/www/www.tgz

The version numbers given here are those which were available when this document was
written, and given as an indication only.

You must also add the following lines to/etc/apt/sources.list:
deb ftp://lrs:<mod de passe>@ftp.linbox.com/pub/lrs/base/deb/ woody/
deb http://www.linbox.com/pub/lrs/backuppc/deb/ woody/
deb ftp://ftp.debian.org/debian sarge main contrib non-free

And put the following « pinnings » on your system (/etc/apt/preferences):
Package: *
Pin: origin www.linbox.com
Pin-Priority: 1001

Package: *
Pin: origin ftp.linbox.com
Pin-Priority: 1001

2.1.3.4. Packages installation

Packages have to be installed in the specified order. The configuration files are given for example only.
Please, back-up your configuration files before any modification.

2.1.3.4.1. DHCP service setup

First copy the given DHCP conf file:
[root@lrs LRS]# cp -a dhcpd.conf.clean /etc/dhcpd.conf

Then restartDHCP:
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[root@lrs LRS]# service dhcpd start
Staring dhcpd : [ OK ]

Under Debian:
[root@lrs LRS]# cp -a dhcpd.conf.clean /etc/dhcp3/dhcpd.conf

[root@lrs LRS]# invoke-rc.d dhcp3-server start
Starting DHCP server: dhcpd3

2.1.3.4.2. NFS service setup

Add the required NFS exports in/etc/exports:
[root@lrs LRS]# cp -a nfs-exports /etc/exports

The NFS service seems to be in « sync » mode by default under RH ES 4, which consider-
ably degrades the performances. In this case please add the « async » option for the LRS
required NFS exports.

When using a partially setup DNS (for example no reverse given), it is strongly advised to
start the NFS service without resolv.conf file. On MDV or RH, this behavior can be emu-
lated using the following patch on the NFS daemon start script:
--- /etc/init.d/nfs.dist 2006-07-08 12:17:11.000000000 +0200
+++ /etc/init.d/nfs 2006-11-23 22:24:52.000000000 +0100
@@ -71,6 +71,7 @@

fi
# Start daemons.
# Start daemons.

+ mv -f /etc/resolv.conf /etc/resolv.conf.tmp 2>/dev/null
[ -x /usr/sbin/rpc.svcgssd ] && /sbin/service rpcsvcgssd start

action $"Starting NFS services: " /usr/sbin/exportfs -r
@@ -114,6 +115,7 @@

# Let rpc.idmapd know that rpc.mountd just started
[ -x /usr/sbin/rpc.idmapd ] && /sbin/service rpcidmapd condstart

+ mv -f /etc/resolv.conf.tmp /etc/resolv.conf 2>/dev/null

;;
stop)

Then, refresh theNFSexports list:
[root@lrs LRS]# exportfs -ra

2.1.3.4.3. LRS service installation

With Debian-based distributions:
apt-get install lbs

For others distributions, you must:

1. unpack base_20061030.tgz in /tftpboot:
[root@lrs LRS]# cd /tftpboot; tar zxf /root/LRS/base_20061030.tgz; chown -R root.root /tftpboot

You will then obtain the following structure:
/tftpboot/revoboot

|--bin : binaries
|--cfg : directory containing the default configuration
|--etc : config files
| |--ether : etherboot config files (MAC/IP matching)
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| |--pci.ids : pci ID / cards matching
|--images : will contain one directory per client, using the MAC address
|--imgbase : will contain the shared images
| |--Local-Disk : shared image used to boot on a local drive
| | |--conf.txt : menu conf file and associated menu action
| |-- ... : others directories also containing shared images
|--imgskel : skel directory containing the default configuration
|--iso : ISO images directory
|--log : logs directory

2. copy the default license file to/etc/lbs.conf:
[root@lrs LRS]# cp -a lbs.conf /etc/

3. install the wrapper:
[root@lrs LRS]# cp init.d /etc/init.d/lbs
[root@lrs LRS]# chmod +x /etc/init.d/lbs
[root@lrs LRS]# ln -s ../init.d/lbs /etc/rc6.d/K01lbs
[root@lrs LRS]# ln -s ../init.d/lbs /etc/rc3.d/S99lbs

If Webmin is not installed into /usr/share/webmim, you must create the following symlink:
root@lrs LRS]# ln -s /usr/libexec/webmin /usr/share/webmin

2.1.3.4.4. PHP

Some of the LRS modules are written in PHP and thus require another symlink:
[root@lrs LRS]# mkdir -p /var/lib/lrs

[root@lrs LRS]# ln -sf /usr/bin/php /var/lib/lrs/php

Under Mandriva CS4 and Debian:
[root@lrs LRS]# ln -sf /usr/bin/php4-cgi /var/lib/lrs/php

As the LRS uses PHP/CGI under Webmin, some tuning must be done (usually in/etc/php.ini, but your
mileage may vary):
cgi.redirect_status_env = "MINISERV_CONFIG";
cgi.fix_pathinfo=1
log_errors = Off

2.1.3.4.5. Samba

Some Samba shares are defined on the server to help the user using the LRS:
[root@lrs LRS]# cp -a smb.conf /etc/samba/smb.conf

[root@lrs LRS]# service smb restart

Under Debian:
[root@lrs LRS]# invoke-rc.d samba restart

2.1.3.4.6. BackupPC installation

For Debian-based distributions, just install the Woody (3.0) version of BackupPC:
apt-get install backuppc=2.0.2-7
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then alter the $Conf{BackupPCUserVerify} directive in/etc/backuppc/config.pl:
$Conf{BackupPCUserVerify} = 0;

and then restart BackupPC.

For others distributions, installing BackupPC is a little bit tricky, as some tuning has to be done:

• RPM installation:
[root@lrs LRS]# rpm -i --nodeps --force backuppc-2.0.2-2.noarch.rpm

• Then copy the start script:
[root@lrs LRS]# cp backuppc.init /etc/init.d/backuppc
[root@lrs LRS]# chmod +x /etc/init.d/backuppc
[root@lrs LRS]# ln -s ../init.d/backuppc /etc/rc3.d/S99backuppc

• Then apply this patch (--- => deletions, +++ => inserts) to the start script:
--- /etc/init.d/backuppc.init 2003-06-18 00:00:00.000000000 +0200
+++ /etc/init.d/backuppc 2005-09-22 18:34:21.000000000 +0200
@@ -33,7 +33,7 @@

# __INSTALLDIR__/bin/BackupPC -d
#
echo -n "Starting BackupPC: "

- daemon --user __BACKUPPCUSER__ __INSTALLDIR__/bin/BackupPC -d
+ daemon --user backuppc /usr/bin/env LC_ALL=en /usr/share/backuppc/bin/BackupPC -d

RETVAL=$?
echo
[ $RETVAL -eq 0 ] && touch /var/lock/subsys/backuppc || \

@@ -43,7 +43,7 @@

stop() {
echo -n "Shutting down BackupPC: "

- killproc __INSTALLDIR__/bin/BackupPC
+ killproc /usr/share/backuppc/bin/BackupPC

RETVAL=$?
[ $RETVAL -eq 0 ] && rm -f /var/lock/subsys/backupcpc
echo ""

@@ -57,14 +57,14 @@

reload() {
echo -n "Reloading config.pl file: "

- killproc __INSTALLDIR__/bin/BackupPC -HUP
+ killproc /usr/share/backuppc/bin/BackupPC -HUP

RETVAL=$?
echo
return $RETVAL

}

rhstatus() {
- status __INSTALLDIR__/bin/BackupPC
+ status /usr/share/backuppc/bin/BackupPC

}

case "$1" in

• Then modify the BackupPCUserVerify directive in/etc/backuppc/config.pl:
$Conf{BackupPCUserVerify} = 0;

• and restart BackupPC:
[root@lrs LRS]# service backuppc restart
Shutting down BackupPC: [ OK ]
Starting BackupPC: [ OK ]

2.1.3.4.7. Webmin modules installation

For Debian-based distributions:
apt-get install lrs-all

For others, use the Webmin interface (https://lrs:10000), go to "webmin", "webmin configuration",
"webmin modules", and install all .wbm files previously downloaded, starting with lbs_common.
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2.1.3.4.8. Webmin/LRS theme activation

Using the Webmin interface (https://lrs:10000), click on "webmin", "webmin configuration", "webmin
themes", then select the "LRS" theme.

2.1.3.4.9. MySQL configuration

If you did not install the lrs-inventory module using apt-get (or dpkg), you have to fill-in the database
using the provided SQL scripts:
[root@lrs LRS]# cd /usr/share/webmin/lrs-inventory/sql
[root@lrs sql]# ./create-db.sh
ERROR 1049 (42000): Unknown database 'inventory'
Create the database
Upgrading to v2
Upgrading to v3
Upgrading to v4
Upgrading to v5
Done

[root@lrs LRS]# cd /usr/share/webmin/lsc/sql
ERROR 1049 (42000): Unknown database 'lsc'
Create the database
Upgrading to v2
Upgrading to v3
Doner

If you want to modify the LRS database credentials, please modify '/
usr/share/webmin/lrs-inventory/classes/DataSources.xml' for the inventory, and '/
usr/share/webmin/lsc/include/config.inc.php' for the LSC.

2.1.3.4.10. Apache setup

Start by installing the Linbox CGI and static pages:
mv /var/www/html /var/www/html.dist
mkdir /var/www/html
cd /var/www/html
tar zxf /root/LRS/www.tgz
chown apache: . -R
cd /var/www/cgi-bin/
tar zxf /root/LRS/cgi.tgz

Apache is configured using a dedicated VHost (which could be written to/etc/httpd/conf.d/99_lrs.conf
for example), containing:
<VirtualHost *:80>

ServerName lrs
DocumentRoot /var/www/html/linbox
DirectoryIndex index.html index.shtml index.html.var
<Directory /var/www/html/linbox>

Options +Includes +Indexes +FollowSymLinks +MultiViews
AllowOverride AuthConfig Options Limit
Order allow,deny
allow from all

</Directory>

ScriptAlias /cgi-bin/ "/var/www/cgi-bin/"
<Directory "/var/www/cgi-bin">

AllowOverride None
Options None
Order allow,deny
Allow from all

</Directory>

ErrorLog /var/log/httpd/error_lrs_st-ouen.log

# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.
LogLevel warn

CustomLog /var/log/httpd/access_lrs_st-ouen.log combined
ServerSignature On

<Directory /usr/share/webmin/lrs-inventory/agent/>
Allow from all

</Directory>

Alias /lbs-transfert /usr/share/webmin/lrs-inventory/agent/
Alias /lbs-transfer /usr/share/webmin/lrs-inventory/agent/
Alias /lrs-transfert /usr/share/webmin/lrs-inventory/agent/
Alias /lrs-transfer /usr/share/webmin/lrs-inventory/agent/
Alias /ocsinventory /usr/share/webmin/lrs-inventory/agent/transfertNG.php

</VirtualHost>
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The configuration will be updated after having restarted the Apache service:
[root@lrs LRS]# service httpd reload
Reloading httpd : [ OK ]

If SeLinux is activated on the server (not advisable), it must be disabled for the HTTPd
service (using system-config-securitylevel).

2.1.3.4.11. Multicast TFTP

The LRS uses the TFTP multicast (atftpd) protocol to save / deploy images. Its installation is quite
simple. Please remove any other tftpd service prior to its installation.
[root@lrs LRS]# cp -a atftpd.static /usr/local/sbin
[root@lrs LRS]# chmod +x /usr/local/sbin/atftpd.static
[root@lrs LRS]# cp -a xinetd.atftpd /etc/xinetd.d/atftpd
[root@lrs LRS]# service xinetd reload
Reloading configuration : [ OK ]

Under Debian, please install the « atftpd » package.

2.1.3.4.12. LSC module configuration

The first thing to do is to generate the SSH key, and to copy it to the right directory:
[root@lrs LRS]# ssh-keygen -t dsa
Generating public/private dsa key pair.
Enter file in which to save the key (/root/.ssh/id_dsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_dsa.
Your public key has been saved in /root/.ssh/id_dsa.pub.
The key fingerprint is:
88:26:06:3d:31:2a:6b:d9:1b:ad:c1:df:df:84:d0:31 root@localhost.localdomain
[root@lrs LRS]# cp -a /root/.ssh/id_dsa.pub /tftpboot/revoboot/images/data

Additionally, for non-debian based distributions, the following steps are required:

• Add the cron file:
[root@lrs LRS]# cp -a webmin-lsc /etc/cron.d/webmin-lsc

• Change some permissions:
[root@lrs LRS]# chmod +x /usr/share/webmin/lsc/scheduler-daemon.php

• Add some example scripts to the LSC files repository, using the following commands:
mkdir -p /tftpboot/revoboot/lsc/linbox/
cp -ar /usr/share/webmin/lsc/scripts/* /tftpboot/revoboot/lsc/linbox/

• Finally, for the remote hard-drive exploration function to be available, you will need the 'lufs-utils'
package (containing/usr/bin/auto.sshfs), and thelufs kernel module. The 'autofs' must also be fully
operational and configured with the following line in its master config file/etc/auto.master:
/var/autofs/ssh /usr/bin/auto.sshfs --timeout=60

If your platform do not allow the remote hard-drive exploration function (f.e. if there is no lufs kernel
module), you can disable it in the LSC module configuration page.

2.1.3.4.13. LRS license installation
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If you don't use a free version of the LRS, you will need to obtain a license, bound to the network inter-
face MAC address on which the LRS daemon is listing.

Under GNU/Linux, you can obtain the MAC address by using the following command:
[root@lrs LRS]# ifconfig
eth0 Link encap:Ethernet HWaddr 00:10:DC:B0:25:5F

inet addr:192.168.0.9 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:139644 errors:0 dropped:0 overruns:0 frame:0
TX packets:5321 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:24865816 (23.7 MiB) TX bytes:6324079 (6.0 MiB)
Interrupt:11 Base address:0xc000 Memory:d5100000-d5100038

The eth0 interface MAC address is printed next to ''HWaddr'' (here: 00:10:DC:B0:25:5F).

Send this information to<lrs@linbox.com [mailto:lrs@linbox.com]> . You will then re-
ceive instructions to install the LRS license using the Web interface.

Connect to the LRS Web interface (https://<LRS-IP-address>:10000/lbs_common), click on « check
that your licenses are correct », enter the license key and restart the LRS service:
[root@lrs LRS]# service lbs start
Starting Linbox Rescue Server: OK (daemon) (traffic shaping)

This is a Redhat / Mandriva specific bug: restart does not work; on Debian this problem
does not exist.

Also in https://<LRS-IP-address>:10000/config.cgi?lbs , in « <ip-du-LRS> », fill-in the « XPM file »
field with /tftpboot/revoboot/lib/linbox2.xpm .

2.1.4. Using An Existing DHCP Server
If you already have a DHCP server on your network, then you should disable the LRS DHCP server, and
configure your server to enable network booting of your clients. Successfully tested DHCP servers in-
clude: ISC DHCP 2.x and 3.x, Microsoft DHCP, Lucent QIP 5.x and 6.x, Check Point MetaIP 5. To dis-
able the LRS DHCP server, use the Webmin 'System / Bootup and shutdown' module, click on 'dh-
cp3-server' and desactivate the 'Start at boot time' option.

You only have to add a few DHCP options in the client's address pools, with your usual DHCP server
configuration interface. The options are:

• 'filename' set to "/tftpboot/revoboot/bin/revoboot.pxe" . It sets the network boot program file to load.
This option is also usually available under the name 'Option DHCP 67, BootFile Name'.

• 'next-server' set to the LRS IP address. It is usually available under the name 'Option DHCP 66, Boot
Server Host Name'.

# change 192.168.0.2 by the server IP
next-server 192.168.0.2;
filename "/tftpboot/revoboot/bin/revoboot.pxe";

Some DHCP servers (MetaIP 4.x), are unable to boot PXE clients. In that case, a possible workaround is
to use on the same network LRS' DHCPand your DHCP server at the same time. In order to achieve
this, on the LRS, you need to use the 'PXE only replies' DHCP configuration file
(/etc/dhcp3/dhcp.conf.pxeonly), and on your server, to add the 'DHCP 177' option set to the following
string: "the.lbs.ip.address:/tftpboot/revoboot".

2.1.5. Using a NAS
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LRS images can be written to a NAS. For this, you will have to:

1. Mount the NAS share using NFS on /tftpboot on the server, after having copied the contents of this
directory to the NAS.

2. On the DHCP server, add the DHCP 177 option and set it to the string
"the.nas.ip.address:/tftpboot/revoboot".

Windows based NAS cannot work with the LRS because sub-directories cannot be
mounted over NFS.

2.2. Clients configuration
There are two possibilities: the client is PXE compliant or it is not.

PXE is an open industry standard developed by software and hardware vendors. PXE works with a net-
work interface card (NIC) in the PC, and makes the NIC a boot device. The PXE vision is to "Make the
network interface a standard, industry-accepted PC boot device." This means adding the NIC to the tra-
ditional list of standard boot devices, such as floppy drives, hard disks, and CD-ROMs, that load the op-
erating system or set up programs on the PC. It allows a PC to "network boot".

A list of PXE compatible cards and BIOSes is available in Appendix III.

Many network cards are supported by Etherboot. The full list of LRS supported network cards via Eth-
erboot is found at: ftp://ftp.linbox.com/pub/lrs/pxe/etherboot-pxe/NIC . Linbox has a boot floppy or CD-
ROM allowing you to use the LRS with these cards.

2.2.1. PXE Network Adapters
If you have a PXE adapter, the installation process is listed below.

At boot, the client performs a DHCP request. The screen display appears as:
Intel UNDI, PXE-xxx (xxxx)
Copyright xxxx

DHCP MAC ADDR : xx-xx-xx-xx-xx-xx
DHCP.../

If the server answers to the request, a menu should be displayed and you're ready to use the LRS to back
up the client hard disk.

If you do not see these DHCP requests, your PC may not be configured to boot on the network. Enabling
this feature depends on your NIC's type:

• Integrated NIC (on Motherboard): Just configure the BIOS boot order to :
LAN,(FLOPPY),CDROM,HD-0...

• EtherExpressPro100 family: Configure by pressing "Ctrl-S" at boot-time. Choose PXE and boot from
LAN before Local boot.

• 3C905C family: Press "Ctrl-Alt-B" at boot-time. Choose PXE.

Clients configuration
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• RTL8139+PXE ROM: press "Shift-F10" at boot-time. Choose PXE and Network before int18h.

Note: You may have to modify some of the BIOS parameters, especially those of "network boot" in the
boot order (enable boot from LAN) and probably disable the "Virus checking" of some BIOS (because
the PXE ROM code & LBL might be considered as viruses by the BIOS).

2.2.2. "Etherboot" Compliant Cards
Etherboot ( http://www.etherboot.org ) is an open source software package for creating ROM images to
allow network booting.

To create the boot disk you need to download an etherboot-pci.* file from
ftp://ftp.linbox.com/pub/lrs/pxe/etherboot-pxe/ which contains all the drivers for PCI NICs. Zdsk and
.dsk files are floppy disk images, and .iso or .liso files are ready-to-burn ISO images. If you have an ISA
NIC or that the 'all-in-one' driver image does not work, you can try single NIC boot disks found in 'dsk',
'iso' and 'liso' directories. The 'NIC' file can help you to find the right driver for your card with its PCI
ids. You can also find more information on supported hardware at http://www.etherboot.org/db/.

To put a .zdsk disk image on a floppy, under Windows, use rawrite or rawritewin
(http://www.fdos.org/ripcord/rawrite/rawwritewin-0.6.zip).

With Linux, use dd: dd if=bootdisk.dsk of=/dev/fd0

Then, boot with this floppy. The LRS menu should be displayed on the client screen.

If the network boot does not succeed, you can also try our old etherboot based bootdisk (not PXE):
ftp://ftp.linbox.com/pub/lrs/pxe/etherboot-non-pxe-old/. If it still fails, please email Linbox and give us
your network card model, so that we can tell you as soon as possible if your network card could be sup-
ported in the future.

"Etherboot" Compliant Cards

18



Chapter 3. LRS Control Center
3.1. Server's Administration Interface:
Webmin

3.1.1. Introduction
Webmin is a centralized administration tool, thanks to a classic web browser. Webmin's goal is the re-
mote administration of a UNIX machine, via any machine with any web browser featuring tables and
HTML forms. More information at the Webmin official website: http://www.webmin.com .

A Webmin module has been developed to ease access to configuration files. The Webmin module gener-
ates the configuration files and handles disk stored images (move local images to base/shared images,
delete, etc).

3.1.2. How To Access Webmin
With a web browser, connect to the LRS server IP address on port 10000. Example: ht-
tps://my.server.com:10000 Please note that in function of your Webmin configuration, you may need to
use an unencrypted HTTP connection. In that case, you will have to replace https by http .

Figure 3.1. Webmin login

After a successful log in, you should see this page:

Figure 3.2. Webmin index page
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The LRS module is located in theOthers Webmin category :

Figure 3.3. The Others category

3.2. The Index Page: LRS Control Center
The LRS module's index page contains a list of all host names currently registered (e.g. declared) on the
LRS server.

When using the module for the first time, it is possible that no host has been registered on the LRS. In
that case, the module will display the message:No registered hostson the index page. Below is an ex-
ample:

Figure 3.4. Empty index page

The Index Page: LRS Control Center
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There are two alternatives to register (e.g. declare) a new host:

1. Use Automatic Recording. This is the recommended way to declare a new client computer on the
LRS server. This recording is performed by the server at client boot time.

2. Recording Using the DHCP Form. To use the DHCP form, you must know the MAC address that be-
long to the client's network card, and the IP addressing scheme of the local network. For more in-
formation, see Section 3.5, “The DHCP Form” [30].

Figure 3.5. Index page

As you can see on the above screenshot, the page which shows LRS essential functions, is divided in
three parts.

Upper Part of the Interface
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3.2.1. Upper Part of the Interface
On each page, you will find the following links on the top right part of the page:

Figure 3.6. Webmin shortcuts

• Webmin index: To return to the Webmin index page.

• Help: contextual help.

• Module config: To change the configuration parameters which are specific to the LRS module.

• Exit : To log out or switch to another user.

You can also use the navigation bar to move between the different sections of Webmin.

Figure 3.7. Navigation bar

• Webmin will navigate you to a location where you will be able to set up the LRS web interface.

• Systemwill navigate you to a location where you will be able to modify a certain amount of paramet-
ers, such as users, scheduler or services.

• Serverswill navigate you to a location where you will be able to set up the different services running
on the LRS.

• Network will navigate you to a location where you will be able to set up the LRS network interfaces.

• Hardware will navigate you to a location where you will be able to set up the LRS storage units.

• Others concentrates the LRS main functions and a few useful tools.

The topmost left part of the interface always shows the actual location inside the interface and the ver-
sion number of the current module.

Figure 3.8. Main title and version

Upper Part of the Interface
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3.2.2. Navigation Tabs
The navigation tabs enable you to quickly switch between the different modules of the LRS. Depending
on the context, some will not be activated.

Figure 3.9. Navigation tabs

• The first tabs level can be used to switch from one LRS module to another.

• The second level is used to switch between functions inside the top level module.

• A third level may sometimes appear to give access to sub functions.

The selected tabs have a white background and are written in bold black letters, the non-selected tabs are
written in black, the tabs which can't be selected are written in gray.

3.2.3. Main List
The list on the bottom part of the interface is a multi-dimensional array organized in tabs, lines and
columns:

• The first dimension ("functional") is represented by tabs, each tabs showing clients belonging to the
profile of the same name (for example here, the "All " profile is selected). Two tabs will always be
shown:

• The "all" tab (on the left) which displays all registered clients, with or without a profile.

• The "no profile" tab, on the right, which displays clients without profile.

The other tabs will appear only if clients belonging to those profiles are available (see Chapter 10,
Client Naming Convention[115] for more information about the computers organization method).

• The second dimension ("geographical") is represented by the table's rows, each row containing either
a client () or a group of clients (). The clients are tree-organized (see Chapter 10,Client Naming Con-
vention[115] for more information about the computers organization method).

• The third dimension is consists of the columns of the table, each column proposing:

Navigation Tabs
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• Access points towards the functions of the LRS, generally represented by icons; and

• Information concerning the group and/or corresponding client.

The displayed columns depend on the modules installed on the LRS. The screen capture above repres-
ents a typical display on a LRS equipped system with the basic modules (System, Files, Inventory,
Control, Wake on LAN):

• Namecolumns contains the

• Computer namefor a client.

• Group namefor a group (in this case, clicking on its name will deploy its tree structure).

• MAC Address columns, only if theLRS : Systemmodule is installed, contains:

• Thephysical address(MAC) of a computer's network interface.

• "N/A" for a group.

• Imagescolumn, only if theLRS : Systemmodule is installed, contains:

• The number of local images of this client.

• Or the number of clients contained in the group.

• Sizecolumn, only if theLRS : Systemmodule is installed, contains:

• The total size in MB of the client's local images.

• Or the total size in MB of clients backups contained in the group.

• Systemcolumn, only if theLRS : Systemmodule is installed, includes a link to the main page of
theSystemmodule for the client or group concerned. For more details, see Section 4.2, “The Boot
Menu” [38].

• Files column, only if theLRS : Files module is installed, includes a link to the main page of the
Filesmodule for the client concerned. See Chapter 6,BackupPC Module[59].

• Inventory column, only if theLRS : Inventory module is installed, includes a link to the main
page of theInventory module for the client / group concerned. See Chapter 7,Hardware and Soft-
ware Inventory Module[73].

• Control column, only if theLRS : Remote Control module is installed, includes a link to the main
page of theRemote Control module for the client concerned. See Chapter 9,Remote Control Mod-
ule [109].

• Wake on LAN column, only if theLRS : Inventory module is installed, includes a link to the
main page of theInventory module for the client / group concerned. See Section 4.9, “Wake On
LAN” [48].

3.3. Logs in the Control Center
Logs are used to see important events related to the LRS clients. The 'logs' tab, on the main list, can be
used to get a summary of the clients' state:

Logs in the Control Center
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Figure 3.10. Logs summary

On the summary page, the last 3 events are shown as well as the last restored image. On a single page,
you can verify the restoration a clients group.

For more details, you can click on the magnifying glass in the right column.

Figure 3.11. Logs summary

Logs in the Control Center
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Each event is associated to a colored icon. The coloing scheme is:

• Gray, for neutral events (client's boot, entry chosen, default entry changed),

• Green, for completed event (completed backup, restoration or post-installation),

• Orange, for actions in progress (started backup, restoration or post-installation),

• Red, for critical errors (read/write error on the client's HD).

Usually, an orange blinking LED should always be followed by a green LED. A critical error (red), re-
quires a manual intervention on the client to resolve the error.

3.4. Modules Configuration
Under the 'Configuration' tab, you can get access to all configuration tabs:

• The 'system backup' tab, allows you to set restoration options (see below), change the default boot
logo (14 colors 640x480 XPM file needed), customize a message displayed during backup and restor-
ation, and change the password needed to add a client.

• The 'licenses' tab allows you to view and modify your license key.

• The 'post-installation' tab allows you to edit post-installation scripts (see the post-installation chapter).

• The 'band-width' tab allows you to set traffic shaping limits (see below).

• The 'files backup' tab allows you to view the status of the files backup module.

• The 'emails' tab allows you to change the email addresses of the administrators responsible for each
module.

Modules Configuration
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• And the 'configuration backup' tab to save or reload the current LRS configuration (details in Sec-
tion 13.1, “LRS Configuration Back Up” [139])

Figure 3.12. Configuration tabs

3.4.1. Restoration Options
An image restoration can be done in three different ways: TFTP at boot, NFS, or multicast TFTP. The
restoration type can be chosen on the 'Home -> Configuration -> System backup module -> restoration
type' page.

Figure 3.13. Restoration options

Restoration Options
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Each restoration type has its advantages:

• tftp at boot:Maximum compatibility. The BIOS is used to drive the HD, so all SCSI/IDE/SATA con-
trollers are theoretically supported.

• nfs: Maximum speed(in unicast). Lower compatibility because a Linux kernel is launched for restora-
tion.

• mtftp: Multicast restoration. You have the guarantee that a mass restoration, will be fast and will not
load your network.

For the mtftp restoration, you can tune the delay before downloading each data block (a data block can
be to up to 40MB). This delay is used to synchronize the data multicasting to the clients. If some clients
are too slow to follow the faster clients, and if this delay is not sufficient to allow the slower clients to
catch up with the faster ones, then, another multicast stream is created for them. This approach guaran-
tees that one client which has hardware problems, cannot jeopardize the restoration of other clients.

Below you will find the time for restoring a 2 GB image (630 M compressed), using different restoration
types:

Restoration Options
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Table 3.1. Restoration Time

Restoration type PIII 500 Mhz client P4 2.4Ghz client

tftp at boot 8 min 30 sec 6 min 20 sec

nfs 6 min 40 sec 3 min 5 sec

mtftp 10 min 10 sec 7 min

3.4.2. Traffic Shaping
Traffic shaping controls the maximum network throughput that will be used by the clients during a res-
toration. It is particularly useful to make sure that your network will not be saturated during a mass OS
deployment.

Figure 3.14. Traffic shaping

Just specify the name of the related network interface, usually eth0, its theoretical throughput, and the
allowed throughput for each of the LRSfunction:

• TFTP or multicast TFTP restoration,

Traffic Shaping
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• NFS restoration,

• Files deployment using the LSC,

• HTTP download on the server.

Units such as 'mbit', 'kbit' (kilo/mega bits per second) or 'kbps', 'mbps' (kilo/mega bytes per second)
should be specified.

Warning, if you see an error messages in this table, it is because your kernel does not sup-
port HTB traffic shaping (QoS). Check that the following kernel options are set: CON-
FIG_NET_SCHED, CONFIG_NET_SCH_HTB, CONFIG_NET_SCH_SFQ, CON-
FIG_NET_CLS, CONFIG_NET_CLS_U32. If not, recompile your kernel (only kernel
versions 2.4.20 and above support HTB). You can also check that you have the 'tc' binary
usually provided by the 'iproute' package.

technically, the traffic-shapping (TC) is setup using the following parameters:

• TFTP output goes in the HTP class 1:20,

• NFS output goes in the HTP class 1:21,

• TCP output to the port 22 goes in the HTP class 1:30,

• TCP output from the port 80 goes in the HTP class 1:31.

3.5. The DHCP Form
This form is a simple way to manually register new hosts entries in the DHCP configuration file and in
the LRS server.

Most of the time, this operation is performed by the LRS and DHCP services. In tthose cases, the only
task involved for the administrator is to choose a valid host name for the new computer. Nevertheless,
according to the network's management policy, it is sometimes necessary to have a more accurate con-
trol over the computers recording scheme, and this form assists with that configuration.

Figure 3.15. DHCP form

The DHCP Form
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• TheNamefield: This is the computer name. The name should be composed of alphanumeric charac-
ters only (ranges [a-z], [A-Z] and '-').

• The MAC address field: it must be filled with the physical address of the host's network card. The
address should be a string made of 6 hexadecimal values, delimited with semicolons ':' . (Example:
01:aa:45:e4:05:26). This field is pre-filled with the last seen DHCP request's MAC address.

• The IP address: Specify 'Dynamic' if IP addresses are dynamically assigned (e.g. if you have nos-
taticip=1 in /etc/lbs.conf). If you manually enter an IP address, you must provide a valid IP address. In
that case, the local DHCP server configuration will be modified to set a static DHCP address.

• ThePasswordfield: This is a required field. It must contain the password allowing the registration.

When you register a new host with this form, a new entry is created in the file dhcpd.conf. Then, this in-
formation is duplicated to the LRS server (see etc/ether) which will create the directory needed to store
data and configuration specific files for this host.

3.6. Administrative tasks and Wake-
on-LAN
In the control center, the last icon in the 'Admin' column, allows to manage the clients with functions
like renaming or deleting a client, and to schedule a Wake-On-Lan.

Figure 3.16. Tâches administratives

Administrative tasks and Wake-on-LAN
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For each client, the following functions are available :

• Renameallows you to modify the 'LRS' name of a client, and to assign it to a group of clients.

• Change MAC addressallows you to update the client's MAC address when you change its network
interface card. It is important to set the right MAC address for each PC. If there's a mismatch, you
will see the wrong boot menu.

• Delete, deletes all data associated with an host, including backups.

The « Wake on LAN » links allows you to remotely start a client or a group of clients.

After having choosen between, a single wake-up and a perdiodic wake-up, you should see a page similar
to this one below:

Figure 3.17. WOL Scheduling

Administrative tasks and Wake-on-LAN
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On that page, modify the 'Run on date' and 'Run at time' fields to schedule the WOL.

In the end, hit the 'Create' button. When the client wakes up, it will execute the default LRS boot menu
entry.

Notes:You can assign a client to a group with the [Rename] button found on the client's menu page, and
then wake a group of clients.

If you need to broadcast the WOL packets on different subnets, you can specify the broadcast addresses
in the system backup configuration tab, in the 'list of broadcast addresses for WOL packets' text entry
box.

3.7. Language Selection
This user interface supports language setting. You can choose that by selecting theWebmin configura-
tion category, located into theWebmin tab on the Webmin main page.

Figure 3.18. Webmin Configuration

Figure 3.19. Language selection

Language Selection
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For now, supported languages areEnglish andFrench .

3.8. Other Useful Webmin Modules
Command Shell

Figure 3.20. Command shell via Webmin

This module allows to do remote execution of shell commands on the server, as if executing from the
console. An often used command is the 'ps' command, which lists currently running processes on the
system. The 'ps' command helps to quickly know if LRS required services are active. Please review the
Running Processesmodule located into theSystemtab.

File manager

Figure 3.21. File manager via Webmin (Java applet)

Other Useful Webmin Modules
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This module is a Java applet which, as its name describes, gives you access to the server's tree. So here
you have the ability to remotely modify files, without having to handle the LRS server in place.

WARNING: Some versions of this module do not handle symbolic links! As the LRS server
makes heavy use of symbolic links, it is strongly discouraged to move or modify directories using
the Webmin File Manager. Nevertheless you can use the Webmin File Manager to edit file con-
tents.

Other Useful Webmin Modules
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Chapter 4. System Back Up and
Restoration

4.1. First Client Boot

Figure 4.1. Client's 1st boot menu

This first boot menu, will only allow you to boot on the local hard disk, or if you choose the second
entry, to tell the LRS to manage your PC. In that case, you'll be asked for a client name, and for a pass-
word which can be found in Section 14.7, “Passwords” [154].

If the password is correct, you will see the following menu:

Figure 4.2. Client's default boot menu
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From this boot menu, you'll be able the launch the system back ups and restorations. As the contents of
the boot menu is controlled by the Webmin interface, the LRS administrator can give lots of freedom to
enable the end-users to make the back ups themselves or, on the contrary can remotely decide what the
PC will do on the next reboot.

Notes:

• If you checked the "Hidden menu" option, then a countdown of a few seconds (defined by "timeout
xxx" tag) will take place. It is possible to call the menu by pressing "Left shift - Alt - Right shift." If
nothing is done, then the default menu entry will be executed, which in most cases will be to boot on
the local disk.

• If the "Hidden menu" option is not selected, the menu is directly displayed. The menu is built from
the workstation's configuration file (except on first boot: the configuration file will be the "default"
one).

4.2. The Boot Menu
You can see the client's boot menu by clicking, in the main list, on the "screen" icon of the client
("system" column).

According to the images created afterward, it is possible to modify the boot menu of each client (or of
the machines of the group and/or of profiles, if necessary) via this page. You can allow or prevent the
display of some options, choose a default action, or customize the text of the boot menu, like the figure

The Boot Menu
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below:

Figure 4.3. Boot menu configuration

The boot menu page allows to select the entries which will be displayed on the client's screen at boot
time. Each entry represents an action that can be executed at PC boot time.

Columns description:

• Default choice: Selects a default behavior if no selection is made by the user on the client side prior
to the timeout.

• Display: By selecting one or more options in this column, you determine which options will be dis-
played in the client boot menu. At least one option must be chosen.

• Menu: In this column are printed the names of the options. You can modify these names by simply
clicking on them.

• Description: Contains a short description of each action. You can modify these names by simply
clicking on them.

• Default W: Default choice after a Wake-On-LAN.

• Display W: Whether this entry is displayed or not after a Wake-On-LAN

Tabs description:

• The Imagesbutton provides a more advanced management of the boot menu and the images owned
by a client host. (see Section 4.3, “Client Images” [40])

• The Options button allows you to specify the storage units to backup (full disk and / or partitions),

The Boot Menu
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and the boot menu behavior. (See Section 4.5, “Boot and back up options” [43]).

• TheLog button shows the last 20 important events related to the client (see logs).

Once changes are made, don't forget to click on theApply button, to commit all menu modifications.
When you click on this button, you rebuild the boot menu which will be sent to the client.

Updating a menu for a profile and / or a group willerasethe menu of each computer be-
longing to that profile or group. Local images will be kept. Please exercise caution when
updating a profile or group.

4.3. Client Images
The aim of this page is to move/remove disks images between boot menu, local directory, and the direct-
ory containing shared images.

Figure 4.4. Images management

Client Images
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We can see three tables:

• TheBoot menu table: Shows images currently associated with the host's boot menu. The contents in
this table are the same as those seen on the previous page (and whose name is alsoboot menu).

• TheLocal imagestable: Images in this table belong to the current client, but do not appear in the boot
menu. Example: when you make a new backup image, its name will automatically appear in this ta-
ble.This table is not available when you are modifying the entries for the menu of a profile and /
or a group !

• The Shared imagestable: Contains predefined images, which are available, and can be shared
between all registered hosts. It also contains 'special images' which will make a backup or launch a
post-installation.

These three tables have a common structure. For each of them, the three columns located on the left side
are respectively the following:

• TheMenu column gives the image name. This is the name shown on the right side of a boot menu.

• TheDescription column is a short description of the image in the menu column.

• TheDirectory column contains the name of the directory associated with the related images. For ex-
ample, if a local image directory is named Local-1, it means image's data is located in the
(basedir)/images/MAC/Local-1 directory on the server. If it is asharedimage, then data are now loc-
ated into the (basedir)/imgbase/Base-1 directory. NOTE: Sometimes, some directory names in a table
are displayed with a little arrow following them, like this: . It means that the name preceding the
arrow is not a real directory, but a symbolic link pointing to the actual directory. Internally, these
symbolic links are useful to do some optimizations, like saving disk space when the same shared im-
age is used by several clients.

The remaining columns (on the right side of the tables) contain links allowing different operations.
These actions can vary according to the table where the action is associated. Each action takes the shape
of a particular icon, as shown below:

Operation Description

Remove an image

Move or copy an image to the upper level table

Copy an image to the top level table. This action is
only possible for asharedimage type.

Move or copy an image to the lower level table.

Impossible or invalid operation. This icon appears
when one of the operations above is not possible.
Click onto the icon to read more about the related

problem.

Allows building a recovery CD for the selected im-
age.

Client Images
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Operation Description

Allows selection of which partitions to restore and
to view back up logs for the image (see Sec-

tion 4.7, “Image details” [46]).

Regarding the type of the table, the number and the resulting effects of these operations differ:

Operation The Boot menu table

ColumnTo Local . Transfers an image to the local
images table. It removes from theboot menu

page. To reverse the operation, see theTo Menu
column in the local images table.

Operation The Local images table

ColumnRemove. Remove an image.

ColumnTo Menu. Transfers an image to the boot
menu table. The transferred image becomes avail-

able in theboot menupage.

ColumnTo shared. Move an image to the shared
images table. The image becomes available to the

boot menu of all other hosts.

Operation The Shared images table

ColumnTo Menu. It duplicates a shared image to
the boot menu table. Actually, it creates an image

reference. In other words, only image attributes are
copied, not its data, because the data must be

shared with all other hosts which are currently us-
ing this image in their boot menu. You can not re-
move images from this table. In order to do that,
please go to theShared imagestable, which is

reachable from the module's index page.

Updating a menu for a profile and / or a group willerase(or more exactly replace) the
menu of each computer belonging to them. Local images will be kept.

4.4. Special Images
For each newly declared host, some special images are automatically added in the new host's boot menu.
Although appearing as images in the LRS module interface, these images are in fact system or utility
functions. These functions are involved in LRS consistency, so it is very important for the LRS adminis-
trator to distinguish the automatically generated images from normal disk images.

• Local disk: Probably the most important option in the user boot menu. It allows a normal boot from

Special Images
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the host's local hard disk.

• Floppy: Allows the computer to boot from a floppy disk.

• Create a local image: Leads to the creation of a local image backup. After the backup the default
boot menu entry is set to the first item.

• Create a shared image: Allows the creation of a shared image backup. Once the backup is com-
pleted, the resulting image will become automatically ashared image. This shared image will be us-
able for the restoration of any host. After the back up, the default boot menu entry is set to the first
item.

• Memory test: This menu option leads to the execution of a simple utility whose aim is to test the
computer's central memory. Very useful to track hardware failures.

• MBR Fix : A utility used to restore a hard disk's boot sector, by installing a generic boot loader.

• Post-installation: Will launch the post-installation script assigned to the client (available under the
boot options tab). Useful for software deployment, patch installation, and custom modifications of the
OS.

• Post-installation (group): Similar to the post-installation above, but the post-installation script is the
same for all clients which use this image, and not specific to a particular client.

Most of these options are required in order to have a correct system execution, and it
is strongly recommended to not remove them completely from the server.

4.5. Boot and back up options

Figure 4.5. Boot and backup options

Boot and back up options
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TheOptions tab allows you

• First, to specify the storage units to back up (full disk and/or partitions). Each disk is displayed as well
as their partitions. The check boxes are interpreted:

• An unchecked partitionwill not receive a back up.

• An unchecked diskwill not receive a back up.

(menu available only when editing a single client, and only if the client has booted over PXE at least
one time)

• And, to specify the boot menu behavior or backup options:

• Thetimeout in seconds after which the default menu entry is executed.

• Whether the boot menu is displayed or not with theHidden menucheck box.

• Whether access to GRUB's command line is allowed or not during the client's boot with theGRUB
command line accesscheck box.

• Which network interface to use during the DHCP request just before starting a backup with the
Network interface number check box. By default, the 1st network interface is used (NIC number

Boot and back up options
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0).

• The possibility to restore an image on a smaller disk with"Backup: do not check the HD size".

• The debug activation during a backup with"Backup: debug". Reserved to experts.

• The modification of the NT boot loader to allow Windows to boot properly after a restoration to a
disk with a different geometry, with"Restoration: update the NT boot loader if the HD has
changed".

• You are also able to select a post-installation script from here, which will apply only to the current
computer (menu available only when editing a single client).

Updating a menu for a profile and / or a group will onlyerase(or more exactly replace)
the menu of each computer belonging to them. Local images will be kept.

4.6. Shared Images
The Shared images page can be accessed from the Webmin's module main page. It shows a listing of all
shared images currently stored on the LRS server. All images shared between client hosts are displayed
here.

Figure 4.6. The shared images table

• Shared image: Contains directory names associated with each shared image stored on the server.
These shared images are located in the directory (basedir)/imgbase .

• Title : This column contains a title for each shared image. These titles are the same which appear on a
client's boot menu.

• Description: A brief image description.

• Used by: This column displays which host(s) are currently using a particular image in its boot menu.
Each host name in this column (if any) is a link to the image configuration of this host.

• The imageSizein megabytes.

Shared Images
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• Remove: The links in this column allow complete removal of one or more images. Note that you can-
not remove an image if it is currently used in a host's boot menu (see theUsed bycolumn). In order to
remove an image in a host's boot menu, you must first delete the image entry from the host's boot
menu.

• Conv. to Local: Allows conversion of a shared image to a local one.

• Burn: If an icon is shown, you can build a recovery CD with this image.

• Details: If a magnifying glass is shown, you can see more image details by clicking on it (see below).

4.7. Image details
By clicking on the magnifying glass next to each hard disk image you will see the following page:

Figure 4.7. Image details

4.7.1. Choice of Restored Partitions
It allows you to choose which partitions to restore, and whether to restore the partition table. You can
also check that the backup ran without a hitch, and view full backup logs (which can be sent to Linbox
technical support if you find a problem).

4.7.2. Selection of the Post-installation Script

Image details
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You can select a post-installation script which will automatically run after the image is restored, and edit
the script at your convenience. For more details, please read Chapter 11,Post-installation Scripts Devel-
opment Guide[119].

The post-installation system allows you to run shell scripts after having restored an image and before re-
starting the target system. The post-installation scripts have many usages:

• System Re-installation: Windows XP system images have to be reinitialized if restored on a different
computer than the original one (operation similar to performing an OEM installation).

• ActiveDirectory Domains: The Windows 2000 and post SID must be reset if restored on a different
computer than the original one to able them to automatically join an Active Directory domain after re-
installation.

• Application Deployment: It is sometimes useful to install a selection of software on a freshly re-
stored image (such as software used by the LRS: TightVNC, OCS Inventory, OpenSSH), but also to
automatically run software updates (viruses databases, services-pack, etc).

4.8. Logs
Logs are used to view important events related to the LRS clients. The 'logs' tab, on the main list, can be
used to get a summary of the clients' state :

Figure 4.8. Logs Summary

Logs
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On that summary page, the last 3 events are shown as well as the last restored image. The summary page
allows verification of the restoration a client group, as you can see above.

To get more details, you can click on the magnifying glass in the right column:

Figure 4.9. Logs Summary

Each event is associated to a colored icon, which is :

• Gray, for neutral events (client's boot, entry chosen, default entry changed),

• Green, for completed event (completed backup, restoration or post-installation),

• Orange, for actions in progress (started back up, restoration or post-installation),

• Red, for critical errors (read/write error on the client's HD).

Usually, an orange blinking LED should always be followed by a green LED. A critical error (red), re-
quires a manual intervention on the client to resolve the issue.

4.9. Wake On LAN
Wake On LAN allows you to remotely start a client or a group of clients. In order to wake up a client,
click on the clock icon ( ) related to your client.

You should then see a page similar to this one below:

Figure 4.10. WOL Scheduling

Wake On LAN
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On that page, modify the 'Run on date' and 'Run at time' fields to schedule the WOL.

In the end, hit the 'Create' button. When the client wakes up, it will execute the default LRS boot menu
entry.

Notes:You can assign a client to a group with the [Rename] button found on the client's menu page, and
then wake a group of clients.

If you need to broadcast the WOL packets on different subnets, you can specify the broadcast addresses
in the system backup configuration tab, in the 'list of broadcast addresses for WOL packets' text entry
box.

4.10. Using the LRS Without a PXE Boot
If you cannot boot via PXE, (i.e. you have an old laptop with a Cardbus NIC), you can try the LRS boot
CD available at ftp://ftp.linbox.com/pub/lrs/base/lrscd/.

This CD has support for most 32 bits Cardbus NICs found in old laptops. 16 bit PCMCIA cards are not
supported.

After booting the CD, you will see the screen below. Hit "enter" to choose the first menu entry and the
client will try to connect to the LRS using information given by the DHCP server as usual.

Figure 4.11. CD-ROM boot menu

If no DHCP server is found, you will see the following screen, which allows you to:

1. Retry configuration of the NIC using DHCP.

Using the LRS Without a PXE Boot
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2. Manually set-up the NIC configuration and the LRS server IP address (if you know the DHCP cannot
be used on this computer). You will have to enter the client's IP address, the netmask, the default
gateway and the LRS IP address.

3. Put log files on a floppy disc to send them to the LRS support team (if you know that DHCP should
work, and you suspect that your NIC is not detected by the LRS).

Figure 4.12. Available Choices When the DHCP Configuration Failed

If you want to manualy set the IP address, or if you chose the second CD-Rom boot entry ("Static IP"),
you will have to provide network parameters in a series of screens like the one below:

Figure 4.13. Manual Network Configuration

Using the LRS Without a PXE Boot
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As soon as the LRS is located, you'll see a menu similar to the PXE one, butonly entries related to
backup and restoration are valid. Backing-up or restoring a disk image then works the same way as PXE
and DHCP mode.

Figure 4.14. Boot Menu

Using the LRS Without a PXE Boot
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Using the LRS Without a PXE Boot
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Chapter 5. Recovery CD / DVD Creation
5.1. Description
The fastest and easiest way to make a recovery CD from your hard disk image is to click on the "burn"
icon ( ), next to each image description (see chapter 4)

Another way is to select the image to burn on the LRS-CD's main screen.

The main screen of the LRS-CD module lists the images available to create one (or more depending the
image size) bootable recovery CD or DVD.

Figure 5.1. LRS-CD module main screen
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Figure 5.2. Summary before CD creation

It shows the image size (and so the quantity of CDs function of the CDs size (tuneable, see end of
chapter) and the content of the configuration file. Before generating a CD, a confirmation is requested,
due to the time needed to generate an ISO image.

Figure 5.3. Confirmation before creation of the CDs

Figure 5.4. CD creation

Description
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At the end, a summary displays the name of the ISO images created (in the directory /tftp-
boot/reboot/iso, but configurable, see below).

You can download the freshly generated image by clicking on its name.

There is a link to go directly to the CD-Burner Webmin module.

Figure 5.5. End of CD creation

Automatic creation of needed "class" to use the CD-Burner module.

Figure 5.6. The "CD-Burner" Webmin module

Description

55



Note: The CD Burning module can only be use with aSCSI CD burner. But even if the installed burner
is not SCSI-compatible, it can beemulatedby passing thehdx=ide-scsiparameter to the kernel, with «
hdx »: the burner's ID (hda for the master on the primary hard-drive controler, hdd for the slave on the
secondary controler ...).

5.2. Using the CD
Be sure of the peripherals boot order on the PC to set up. Boot from the created CD, and the following
screen is displayed:

Figure 5.7. Boot from the created CD

Using the CD
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You just need to press a key twice to confirm the rebuild process. If needed, more CDs will be reques-
ted.

5.3. Module Settings

Figure 5.8. LRS-CD module settings

• The size (in Kilobytes) of the CDs to burn: around 656000 for a 640MB/74min CD, 716000 for a
700MB/80min CD, or 4680000 for a DVD-R/RW.

• The working directory when images are generated: /tftpboot/revoboot/tmp (default)

• The directory where images are stored: /tftpboot/revoboot/iso (default)

• Link to the CD burner module: ../burner (default)

If you want to burn a DVD instead of a CD, you should have 'dvdrecord' installed on your server. You
should also check that in Webmin's 'CD Burner' configuration, the 'CD burning command' is set to
'dvdrecord'. Depending on your DVD recorder's brand, you may have to add the '-dao' option in the 'Ex-
tra cdrecord options' field of your 'Device Options'.

Module Settings
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Chapter 6. BackupPC Module
6.1. Module Overview

6.1.1. General Interface
The BackupPC module is an easy solution to make backups of network shared data (Windows shares/
Samba, SSH, NFS) and to manage them with a web browser. This module is based on the free software
'BackupPC' from Craig Barratt http://backuppc.sf.net.

Figure 6.1. BackupPC server status

The BackupPC module allows:

• For each client, to set up full and incremental backups, with a simple Web interface (see Section 6.2,
“Basic clients configuration” [ ]).

• For each back up, to browse and select the files to restore. You can restore files directly to the client
or to an archive file (.tar or .zip) which contains the selected files (see Section 6.2.4, “Host status and
restoration” [ ]).
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• Easily tweak some of the most important global backup parameters (see Section 6.4, “Useful global
parameters” [ ]).

• Quickly see the back up server' status in the 'Home -> Status -> Files backup' tab (see the screen shot
above).

6.2. Basic clients configuration

6.2.1. Summary
The BackupPC configuration's module is available from the main LRS screen. Click on an icon below
the 'Files' column, to see this client configuration.

Figure 6.2. Access to the BackupPC module

The configuration module's goal is to generate the configuration file for each host, which contains:

• The file transfer to use.

• The shared folders to backup.

• The connexion parameters.

If a client has never been configured, you will have to confirm that you want the files backup module to

Basic clients configuration
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take it into account.

Figure 6.3. One host managed by BackupPC

Figure 6.4. Adding shared folders to backup

Summary
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6.2.2. Parameters

6.2.2.1. Methods

BackupPC provides 5 transfer methods:

• Windows (SMB): Windows shared folders (samba for Linux). Using shared folders is the easiest way
to backup data on MS Windows computers, however it is insecure because the password must be
saved in clear text on the server.

• UNIX (NFS): Data is accessed from the local file system of NFS mounted shares.

• Tar SSH: If you need a high level of security, choose SSH. SSH can also work with Windows or Ma-
cOS with little efforts. If you choose this backup method, you'll need a SSH service running on the
backed-up host, and you'll need to install the SSH authentication key on the host in the 'root' account.
The key can be downloaded on the same page. For a UNIX like target, you will have to add the key to
/root/.ssh/authorized_keys2 file.

• Distant backup (rsync). Requires rsync and SSH service installed on the client.

• Distant backup (rsyncd). Requires a running rsyncd service on the client.

Figure 6.5. Backup's methods

Parameters
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Microsoft Windows uses a locking system to tag the used files. It is impossible to over-
write a locked file.

Thus it is useless to save the system directories from a Microsoft Windows installation
(c:\winnt or c:\windows ): some of the files contained in this directory being locked,
it will be impossible to restore them.

6.2.2.2. Shared Folders' List

A list of available shared folders can be seen. You can also specify some extra paths in the text entry
area. Note that with some Windows versions, shares whose names are longer than 12 characters will not
be shown. In that case, you need to type the full share name in the text entry box.

Figure 6.6. Shared folders' list

6.2.2.3. Connection Parameters

For some transfer methods a login and a password are required to connect the shared resource.

Figure 6.7. Connection parameters

6.2.2.4. Backup Periods

The backup period defines the time between back ups. The back ups are divided in two categories; full
(all the files are stored) and incremental (only the modifications since the last backup are stored).

The default values are typically set slightly less than an integer number of days (one full backup a week
correspond to 6.97, one incremental backup each day to 0.97).

Parameters
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Figure 6.8. Time period for backups

Setting '-1' as the full backup period, allows BackupPC to skip regular backups (launching
manual backups is still available).

6.2.3. Result
After you click 'Apply', the BackupPC configuration file is generated and displayed with previous in-
formation, and the back up will be scheduled:

Figure 6.9. host's configuration file

6.2.4. Host status and restoration
If you click on the 'Computer' tab, the back up status of the client is displayed. You may also start or
stop backups, and browse or restore all backups.

Figure 6.10. Host backups

Result
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If you click on a number (in the 'Backup#' column), you will start to browse the backup's contents. After
selecting a few files or directories, you should be able to restore them with the 'Restore' button. Then,
you may choose between 3 restoration methods:

1. Direct restore to the client's hard disk.

2. Download a .ZIP archive.

3. Download a .tar archive.

Figure 6.11. Browsing backup #1

Host status and restoration
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Figure 6.12. Restoration interface

Host status and restoration
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6.3. Common Problems

• With some clients under MS Windows, LRS cannot see shared folders. You should check that:

1. The LRS is in the right Workgroup or Domain. Check in /etc/samba/smb.conf, that the Workgroup
parameter is set to your network.

2. MS Windows simplified sharing should be disabled. Click Start, and then click My Computer. On
the Tools menu, click Folder Options, and then click the View tab. In the Advanced Settings sec-
tion, clear the "Use simple file sharing (Recommended)" check box. Click OK.

3. Shares with names more than 12 characters may not be seen in the list. You will have to type the
name of such a share to add it to the backup list.

4. The firewall allows access to the shares.

5. The client can be seen from the server. You can run a "nmblookup client_name" on the LRS com-
mand line to check.

Common Problems
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• With MacOS X clients, check that mDNS is configured on the server. If you want to reach the client
with its mDNS name, do not forget the ".local" suffix when declaring it in the LRS.

6.4. Useful global parameters
The global BackupPC configuration file is/etc/backuppc/config.pl.

Important parameters can be modified with the web interface (see screen shot below):

• When the daemons wakes up to launch new backups (see also $Conf{WakeupSchedule} below)

• The number of simultaneous backups (see also $Conf{MaxBackups} below)

• The number of full or incremental backups to keep (see also $Conf{FullKeepCnt} below)

• The blackout hours (see also $Conf{BackoutPeriods} below)

• The DHCP pools to find clients with a dynamic IP.

6.4.1. $Conf{ServerHost}
This variable contains the name of the BackupPC box:
$Conf{ServerHost} = 'lrs.localdomain';

Useful global parameters
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6.4.2. $Conf{FullKeepCnt} Et $Conf{IncrKeepCnt}
These variables contain the standard number of backups to store (respectively full and incremental).

$Conf{FullKeepCnt} = 1;
$Conf{IncrKeepCnt} = 6;

6.4.3. $Conf{FullKeepCntMin} Et
$Conf{IncrKeepCntMin}
These variables contain the minimal number of backups to keep (respectively full and incremental).

$Conf{FullKeepCntMin} = 1;
$Conf{IncrKeepCntMin} = 1;

6.4.4. $Conf{FullAgeMax} Et $Conf{IncrAgeMax}
These variables contain the number of days to wait before deleting an old backup (respectively full and
incremental). Nevertheless the 'FullKeepCntMin' and 'IncrKeepCntMin' numbers of backups are kept
even if the date is over this period.

$Conf{FullAgeMax} = 60;
$Conf{IncrAgeMax} = 30;

6.4.5. $Conf{WakeupSchedule}
Times at which BackupPC wakes up, checks all the PCs, and schedules necessary backups.

$Conf{WakeupSchedule} = [22.5]; # Once per day at 10:30PM.
$Conf{WakeupSchedule} = [1..23]; # Every hours except midnight.
$Conf{WakeupSchedule} = [2,4,6,8,10,12,14,16,18,20,22];

# Every two hours.

6.4.6. $Conf{MaxPendingCmds}
Maximum number of pending link commands. New backups will only be started if there are no more
than $Conf{MaxPendingCmds} plus $Conf{MaxBackups} number of pending link commands. 10 is a
good value.
$Conf{MaxPendingCmds} = 10;

6.4.7. $Conf{MaxBackups}
Maximum number of simultaneous backups to run.

$Conf{MaxBackups} = 4;

6.4.8. $Conf{DfMaxUsagePct}
Limits the percentage use of disk. No more full backups will be done passed this point. Incremental
backups, which are small will still be received.
$Conf{DfMaxUsagePct} = 95;

6.5. Configuration Parameters.

$Conf{FullKeepCntMin} Et
$Conf{IncrKeepCntMin}

69



Useful parameters for each host.

6.5.1. $Conf{SmbShareName}
Name of the host share that is backed up when using SMB (MS Windows).

$Conf{SmbShareName} = 'c'; # backup 'c' share
$Conf{SmbShareName} = ['c', 'd']; # 'c' et 'd' shares

6.5.2. $Conf{TarShareName}
Which host directories to backup when using tar transport.

$Conf{TarShareName} = '/'; # backup all
$Conf{TarShareName} = ['/home', '/src']; # only /home & /src

6.5.3. $Conf{FullPeriod} Et $Conf{IncrPeriod}
Minimum period in days between full backups and incremental backups.

• -1: Don't do any regular backups on this machine. Manually requested back ups (via the CGI inter-
face) are possible.

• -2: Don't do any backups on this machine.

$Conf{FullPeriod} = 6.97; # Once per week.
$Conf{IncrPeriod} = 0.97; # Once per day.

6.5.4. $Conf{BlackoutPeriods}
If a client is subject to blackout then no regular (non-manual) backups will be started during any of these
periods.

$Conf{BlackoutPeriods} = [
{

hourBegin => 7.0,
hourEnd => 19.5,
weekDays => [1, 2, 3, 4, 5],

},
];

# specifies one blackout period from 7:00am to 7:30pm local
# time on Mon-Fri.

6.6. Specific Variables.
Useful parameters for each share

6.6.1. $Conf{XferMethod}
What transport method to use to backup each host

• "smb": backup and restore via smbclient and the SMB protocol. Easiest choice for MS Windows

• "rsync": backup and restore via rsync (via rsh or ssh).

• "rsyncd": backup and restre via rsync daemon on the client.

$Conf{SmbShareName}
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• "tar": backup and restore via tar, tar over ssh, rsh or nfs.

$Conf{XferMethod} = 'smb';

6.6.2. $Conf{CompressLevel}
Compression level to use on files. 0 means no compression. Compression levels can be from 1 (least cpu
time, slightly worse compression) to 9 (most cpu time, slightly better compression). The recommended
value is 3. Changing to 5, for example, will take maybe 20% more cpu time and will get another 2-3%
additional compression.

6.7. Emails.
Configurations of emails

6.7.1. $Conf{EMailNotifyMinDays}
Minimum period between consecutive emails to a single user. This tries to keep annoying email to users
to a reasonable level.

$Conf{EMailNotifyMinDays} = 2.5;
# will send an email every 3 days.

6.7.2. $Conf{EMailFromUserName}
Name to use as the "From" name for emails. Depending upon your mail handler this is either a plain
name (eg: "admin") or a fully-qualified name (eg: "admin@mydomain.com").
$Conf{EMailFromUserName} = 'user';
$Conf{EMailFromUserName} = 'user@domain';

6.7.3. $Conf{EMailAdminUserName}
Destination address to an administrative user who will receive a nightly email with warnings and errors.
If there are no warnings or errors then no email will be sent. Depending upon your mail handler this is
either a plain name (eg: "admin") or a fully-qualified name (eg: "admin@mydomain.com").
$Conf{EMailFromUserName} = 'admin';
$Conf{EMailFromUserName} = 'admin@domain';

6.7.4. $Conf{EMailUserDestDomain}
Destination domain name for email sent to users. By default this is empty, meaning email is sent to
plain, unqualified addresses.

$Conf{EMailUserDestDomain} = '@mydomain.com';

$Conf{CompressLevel}
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Chapter 7. Hardware and Software
Inventory Module

7.1. Description
The inventory module is available on the LRS main page. You just need to click on the inventory icon
corresponding to one client, or one group to display it. The inventory module uses, for the inventory
agent, 'OCS Inventory' http://ocsinventory.sourceforge.net/ [http://inventoryclient.sourceforge.net/].

This module gives a complete description of the clients hardware configuration, and a list of installed
software as shown on this picture :

Figure 7.1. Inventory module

7.2. Clients Configuration

7.2.1. Installation
One part of the inventory, the low-level inventory (serial numbers, processor, memory, disks, PCI cards)
is sent during the network boot just before displaying the LRS boot menu. Other parts of the inventory,
require an inventory agent on Windows clients.

The best way to install the agent is to deploy it silently using the "Post-Installation" module or the "Lin-
box Secure Control" module. You can also manually install it running setup.exe.
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This inventory software can be downloaded from http://lrs_server_address in "Windows utilities", "LRS
Inventory Agent". Various versions of the inventory and their source code are also available at
ftp://ftp.linbox.com/pub/lrs/inventory. The Windows inventory module is compatible with OCS Invent-
ory clients version 2, 3 and NG. Both MacOS X and Linux are also available.

Figure 7.2. Web server main page

The inventory agent installation is a simple process, select and validate the default choices.

Figure 7.3. Inventory installation

Installation
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Before starting to copy its files, the installer will ask for the name (or the IP address) of the LRS server,
to send the results from the information collected.

Figure 7.4. LRS Server IP address input field

Installation
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If you install the inventory agent on a disk which will be replicated, make sure to run the 'clean.bat'
script in 'C:\Program Files\LRS Inventory Agent' before running a backup. It will remove any trace from
previous inventories and will reset the inventory device id.

7.2.2. Starting the Inventory
There are three ways to start the inventory:

1. By default, the inventory automatically starts each time a user logs in, but with a minimal delay of 24
hours between each inventory.

2. The inventory can be manually started from the 'Linbox Secure Control' module, with the 'start ac-
tion' drop down box.

3. Or even better, a periodic inventory can be scheduled by the LSC, using the 'run-inventory-secure.bat'
script.

This mode has many advantages over the other ones. The inventory can be started during the night to
lower the network activity, and to avoid the 8 o'clock 'rush' when users log-in. Inventory spoofing or
DoS can be eradicated because the inventory is sent to the server using a SSH tunnel (leaving the
server's port 80 open, is not required anymore).

7.2.3. Webmin Module

Starting the Inventory
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A "Module Configuration" option is available on the top left corner of the inventory screen. This set-
tings screen contains the paths used by the module. The default parameters usually have the right value
at the installation.

Figure 7.5. Webmin's configuration for the inventory module

7.3. Usage
The inventory has several tabs to display the clients hardware and software configurations.

• General: General information (name of the box, serial numbers, operating system, etc).

Figure 7.6. General inventory

Usage
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The Warranty and Locations can be modified in the 'Customization' tab. Other fields can be created in
the customization page:

Figure 7.7. Input of custom informations

Usage
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• Network: Network interfaces available with their details (IP and MAC addresses, state, speed, etc),

Figure 7.8. Network inventory

• Disks: Disks, partitions and Windows logical drives information,

Usage

79



Figure 7.9. Discs inventory

• Peripherals: Printers, scanners, monitors, etc.

Figure 7.10. External devices inventory

Usage
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• Hardware: Processors, memory, PCI cards, BIOS, etc.

Figure 7.11. Full hardware inventory

• Software: details on the installed software,

Figure 7.12. Software inventory

Usage
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Each table also provides a CSV button which can be used to download the currently displayed informa-
tion as a Comma Separated Value file.

If the 'php-gd2' module is properly installed on the server, an orange "G" appears on top of some rows.
Clicking on this "G" will display a pie chart showing the distribution of the related elements on a client
or on a clients group.

Figure 7.13. Pie Chart: Software Distribution

Usage
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7.4. Advanced Usage

7.4.1. Database Structure
The inventory data is stored in a MySQL database. By default, only the 'lrs' user can access this database
locally. So you will have to declare another user if you want to access to the database from external soft-
ware like OpenOffice Base, or MS Access.

To create an "openoffice" user identified by the "lrs" password which will connect from the "myhost"
host, login as "root" on the LRS and type:
mysql inventory
mysql> GRANT SELECT ON inventory.* TO 'openoffice'@'myhost'
mysql> IDENTIFIED BY 'lrs';
mysql> \q

You may also need to activate TCP/IP access to the database: Edit the /etc/mysql/my.cnf file, comment
the 'skip-networking' line and restart the mysql service with '/etc/init.d/mysql restart'.

To make SQL requests, keep in mind that:

1. Each client has an unique "id" (in the "Machine" table).

2. With this "id" inventory numbers ("inventory" field) can be found in the tables whose name begin
with "has".

3. For each inventory row in "has" tables, there is a corresponding entry in the tables without the "has"
prefix ("Storage" and "hasStorage" are linked by the "id" and "storage" fields).

Advanced Usage
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Figure 7.14. Database Structure

Database Structure
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Thanks to that structure, inventory data rows are not duplicated. For example if 1000 clients have the
same sound card, you will find only one row in the "Sound" table. That structure allows to keep the full
inventory history in the database without significantly increasing the needed storage space, contrary to
the original OCS Inventory database structure.

So to get the list of logical drives, for the client number "4" and the inventory number "1222", one
would use the following SQL statement:
select Drive.* from hasDrive, Drive where hasDrive.machine=4 and hasDrive.inventory=1222

and hasDrive.drive=Drive.id;

The last inventory number can be found using "last*Id" columns in the "Machine" table. "lastBootId"
gives the last inventory sent during the PXE boot (data stored in "Boot*" tables), "lastCustomId" gives
the last custom informations manually entered ("Custom" table), and "lastId" gives the last inventory
sent by OCS clients.

To find the inventory numbers before a given date, you have to select data in "hasHardware" for OCS
inventories, or in "hasBootGeneral" for low level inventories like this:

select has.inventory from hasHardware has, Inventory inv where inv.id=has.inventory and has.machine=MACHINE_ID
and inv.date<='2006-01-01'

7.4.2. Using softwares dictionary

This functionality is only available to the unified OCS Agent, so the Win32 agent doesn't
have it.

Even if the LRS inventory agent is rather exhaustive, only operating system seen apps can be gathered
by it: any app. which could have been installed without using the platform packaging system (deb, rpm,
etc ...) won't be seen by the standard inventory.

It is indeed possible to perform a deeper hard drive analysis using a modified agent and a XML diction-
ary containing control sums. This function, available only through the « Linbox » modified OCS agent,
brings the possibility to detect software installed outside standard packaging systems using the binaries
MD5 hash.

7.4.2.1. Server side

The administrator is proposed to fulfill its own signatures in this dictionary, whose location is given
thanks to the « dictionary_path » parameter which you will find in the LRS config file/etc/lbs.conf
(default is/tftpboot/revoboot/lrs-inventory/dictionary/dictionary.xml ).

The dictionary DTD is:
<!DOCTYPE Dictionary [

<!ELEMENT Dictionary (Software*)>
<!ELEMENT Software (ProductPath?,ProductName,ExecutableSize?,Company?,

Application?,Type?,ProductVersion?,Comments?)>
<!ATTLIST Software md5sum CDATA #REQUIRED>

<!ELEMENT ProductPath (#PCDATA)>
<!ELEMENT ProductName (#PCDATA)>
<!ELEMENT ExecutableSize (#PCDATA)>
<!ELEMENT Company (#PCDATA)>
<!ELEMENT Application (#PCDATA)>
<!ELEMENT Type (#PCDATA)>
<!ELEMENT ProductVersion (#PCDATA)>
<!ELEMENT Comments (#PCDATA)>

]>

For example a dictionary can contain the following sentences:
<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE REQUEST>
<Dictionary>

Using softwares dictionary
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<Software md5sum="e406b30dd2947e9e901aba538c68fdf3">
<ProductPath>/usr/bin/ocsinventory-agent<ProductPath>
<ProductName>OCS Inventory Unified Agent<ProductName>
<ExecutableSize>10627<ExecutableSize>
<Company>Linbox - F&AS<Company>
<Application>Inventoring<Application>
<Type>Inventoring<Type>
<ProductVersion>0.6.11<ProductVersion>
<Comments>A useful inventory tool<Comments>

</Software>
<Dictionary>

7.4.2.2. Client side

The analysis function is located in
lib/Ocsinventory/Agent/Backend/OS/Generic/Packaging/Find.pm. If your agent doesn't have this
file, please install a Linbox packaged version. Some parameters have to be filled in/
etc/ocsinventory/ocsinventory-agent.cfgfor this function to work:

OCS_AGENT_DICO If you need to change the location of the dictionary file cache (default is /
etc/ocsinventory/dictionary).

OCS_AGENT_DICO_DIR
S

Les directories where the script will try to locate binary files correspond-
ing to dictionary entries. This paths have to be columns-separated.

This function will be disabled if
OCS_AGENT_DICO_DIRS contains nothing (i.e. its value
is '').

7.4.3. Inventory customization
One can customize inventory data using external scripts. For this you will have to drop the relevant
scripts in OCS_AGENT_SCRIPT_PATH (which is defined in /
etc/ocsinventory/ocsinventory-agent.cfgand defaulting to/etc/ocsinventory/scripts).

To inject results in the inventory using this scripts, those have to write on STDOUT a XML file compli-
ant to the following DTD:
<!DOCTYPE REQUEST [

<!ELEMENT REQUEST (CONTENT)>
<!ELEMENT CONTENT (SOFTWARES*)>
<!ELEMENT SOFTWARES (PUBLISHER?,NAME,VERSION?,FOLDER?,COMMENTS?,FILESIZE?)>
<!ELEMENT PUBLISHER (#PCDATA)>
<!ELEMENT NAME (#PCDATA)>
<!ELEMENT VERSION (#PCDATA)>
<!ELEMENT FOLDER (#PCDATA)>
<!ELEMENT COMMENTS (#PCDATA)>
<!ELEMENT FILESIZE (#PCDATA)>

]>

For example:
<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE REQUEST>
<REQUEST>

<CONTENT>
<SOFTWARES>

<PUBLISHER>Linbox</PUBLISHER>
<NAME>OCS Inventory</NAME>

</SOFTWARES>
</CONTENT>

</REQUEST>

This inventory is merged with the regular inventory then send to the server.

7.4.4. "Off-line" inventories Injection
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When clients can no reach the LRS (no network connection f.e.), it is still possible to manually inject in-
ventories into the LRS inventory database.

This feature is unavailable under Debian Woody systems.

7.4.4.1. Dependencies installation

To being able to use this feature, one should install the following Perl libraries on the server:xml-
simple andwww.

On Debian systems, a simple:
apt-get update; apt-get install libxml-simple-perl libwww-perl

should be enough. Please read your system manual for other distros.

7.4.4.2. Inventory gathering under MS Windows

Here is how to gather inventories results on inventory-agent equipped MS Windows platforms:

1. Open a DOS command line window (execute -> cmd),

2. Walk to the agent folder, for example:
cd c:\Program Files\OCS Inventory NG

3. Run the collect using the following command line:
start /wait ocsinventory.exe /local /xml

4. Get the just generated inventory file in the current directory (<CLIENT>-<TIMESTAMP>.xml).

7.4.4.3. Inventory injection

To fill the inventory into the LRS, after having copied the .xml file onto the server (for example in /tmp
using WInSCP), run the following command:
/usr/share/webmin/lrs-inventory/agent/Ocsinventory_local.pl --url http://127.0.0.1/ocsinventory --file /tmp/<MACHINE>-<HORODATAGE>.xml

Please install the WWW Perl lib (see above) if you got the following error:
Can't locate LWP/UserAgent.pm in @INC (@INC contains: /etc/perl /usr/local/lib/perl/5.8.4
/usr/local/share/perl/5.8.4 /usr/lib/perl5 /usr/share/perl5 /usr/lib/perl/5.8 /usr/share/perl/5.8
/usr/local/lib/site_perl .) at /usr/share/webmin/lrs-inventory/agent/Ocsinventory_local.pl line 15.
BEGIN failed--compilation aborted at /usr/share/webmin/lrs-inventory/agent/Ocsinventory_local.pl line 15.

Please install the XML-Simple Perl lib (see above) if you got the following error:
Can't locate XML/Simple.pm in @INC (@INC contains: /etc/perl /usr/local/lib/perl/5.8.4
/usr/local/share/perl/5.8.4 /usr/lib/perl5 /usr/share/perl5 /usr/lib/perl/5.8 /usr/share/perl/5.8
/usr/local/lib/site_perl .) at /usr/share/webmin/lrs-inventory/agent/Ocsinventory_local.pl line 16.
BEGIN failed--compilation aborted at /usr/share/webmin/lrs-inventory/agent/Ocsinventory_local.pl line 16.

"Off-line" inventories Injection
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Chapter 8. Linbox Secure Control
8.1. Description
In your IT environment, making hard disk images, saving files, making software and hardware inventor-
ies, or taking control of remote computers are essential features to efficient management. Everyday
needs include the ability to deploy new applications, unattended, on one or more computers, in a secure
way. That's the purpose of the Linbox Secure Control module (LSC).

The LSC module allows an administrator to:

• Manage the files and directories of a computer which has the LSC agent installed;

• Transfer files from the LRS to one of more computers;

• Launch programs or scripts on one or more target computers;

• Display the logs files of your actions; or

• Secure the remote access to a computer's screen/keyboard/mouse.

The LSC uses OpenSSH, the Open Source implementation of the SSH "secure shell". The sshd service
has to be installed on each computer which needs to be managed. The LSC works with MS Windows
(NT, 2000, XP, 2003) with our provided SSH server, Linux, MacOS X or any UNIX system where SSH
is available.

SSH allows secure communications between the LRS server and the managed clients with strong crypto-
graphy. Public-key cryptography is used so that you do not have to frequently type passwords when you
log in managed computers. All the features are available through the easy to use, and powerful LSC
Web interface. Transferring files and launching programs can be done on a single client or on a set of
clients (group, sub-group, or profile).

Using the LSC together with LRS disk imaging functions allows you to manage your IT environment by
creating a few basic disc images, and then automatically deploy needed applications on demand.

8.2. Installation and Configuration

8.2.1. Creating the Public/private Key Pair
SSH allows to launch commands on a remote machine and to download or upload files, using secure
communications. SSH provides strong cryptography. Before doing anything on a remote computer using
SSH you have to authenticate yourself.

Many authentication methods are available with SSH, like a simple login / password prompt, or public-
key cryptography. In this case, a public/private key pair is generated, and the computer account which
holds the private key, can connect to any computer account that has installed the public key. This is the
authentication method used by the LSC.

You have to create the key pair when you install the LRS server.

To create the key pair, log in as root on the console and type :
ssh-keygen -t dsa
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Do not enter a pass phrase. The files /root/.ssh/id_dsa and /root/.ssh/id_dsa.pub are now created. They
hold the private key (id_dsa) and the public key (id_dsa.pub). If you take a look at these files, you'll see
something similar to this:
-----BEGIN DSA PRIVATE KEY----------END DSA PRIVATE KEY-----

To manually install the key on client hosts, copy the file /root/.ssh/id_dsa.pub to /tftp-
boot/revoboot/images/data. It will be available in the data share of the LRS Samba server.

You should never make the private key id_dsa, public on any file server! If the private key
is taken, any person with that key will have unrestricted access to your computers which
have installed the public key.

The LSC module can also use SSH keys protected by a 'passphrase'. In that case, you have
to use the 'keychain' program to launch the SSH agent, and add the keys in the agent with a
key lifetime large enough to be valid when the task is run by the scheduler.

8.2.2. Installation
To use the LSC you will have to install software (the SSH service) on your client hosts. This installation
can be done manually, or using the post-installation feature of the LRS (see Chapter 11,Post-in-
stallation Scripts Development Guide[119]).

8.2.2.1. MS Windows systems

As MS Windows system do not have a SSH service available, sysadmins can download a ssh agent
(Cygwin/SSHd based) from the LRS server.

MS WIndows systems which do not have services (ie. not based on a NT4 or post. NT4
kernel) can no run the agent. The officialy supported systems are:

• MS WIndows NT4,

• MS WIndows 2000,

• MS WIndows XP,

• MS WIndows 2003.

For now MS Windows Vista platforms are untested.

The following paragraphs describe howto to deploy this agent.

8.2.2.1.1. Manual Installation

Installation
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You have to run setupssh.exe on MS Windows hosts to install the SSH service. You should be connec-
ted as Administrator to properly install it.

Setupssh.exe can be found in the LRS download area or directly at the URL ht-
tp://lrs_ip_address/download/setupssh.exe.

Before running setupssh.exe, you should copy the public key id_dsa.pub (available from the data LRS
share) to C:\. Now execute the program, the service and the key will be installed.

8.2.2.1.2. Installation With Post-installation

In the "system backup" post-installation module, you will find scripts to install the SSH server and the
public key, or SSH plus VNC: lscssh and lscsshvnc. These post-installation scripts can be either run
after restoring a disk image, or during a stand alone post-installation without installing a new image. To
this end, the public key id_dsa.pub must have been copied from/root/.ssh/id_dsa.pub to the /
tftpboot/revoboot/images/datadirectory.

8.2.2.1.2.1. Post-installation After Image Restoration

Click on the "magnifying glass" next to your local or shared image, and choose the post-installation
script below "Post-installation script used" (see Section 4.7, “Image details” [46]).

8.2.2.1.2.2. Post-installation Without Restoration

To install setupssh.exe without restoration, you should add the "Postinst" shared image to the boot
menu. Then in the client's boot menu "Option" tab choose the post-installation script (see Section 4.5,
“Boot and back up options” [43]).

8.2.2.2. UNIX systems

A SSHd (OpenSSH based) service is generaly available on this systems family. To ensure system access
to the LSC, the root's public SSH key (/root/.ssh/id_dsa.pub) must be added to the autorised keys list of
the root account of the client computer (/root/.ssh/authorize_keys):
root@client# ssh root@server "cat /root/.ssh/id_dsa.pub" >> /root/.ssh/authorized_keys

If the client do not support DSA keys, a RSA key is also available. Please replace «
id_dsa.pub » by « id_rsa.pub » in the previous example to use it.

For the LSC to connect to the client, this one must:

• satisfy the SSHv2 protocol (theProtocol option must be2),

• allow root connections using either a RSA2 or a DSA key (optionPermitRootLogin to
yesor without-password).

8.2.2.3. Other SSH enabled systems

See the system manual.

8.3. Web Interface

Web Interface
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In order to see the Web interface of the "Secure Control", you just have to click on the following icon, in
the LRS control center.

Figure 8.1. LSC Icon in the "Control Center"

The Control Center module has the following tabs:

• General: general information;

• Repository: file repository;

• Explorer: remote file browser;

• Command states; and

• All commands states.

8.3.1. General: General Information
The general tab shows general information about one client, and also some generic actions that can be
launched on this client (like machine shutdown, machine reboot, inventory refresh).

The profile and the group of the selected client are also displayed.

Figure 8.2. General Information For One Client

General: General Information
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8.3.2. Files Repository
The object of this LRS module is mass management of computer workstations. Linbox recommends
managing computers by dozens or hundreds, and not individually.

The files repository is an area of the LRS server, which contains directories and files which can be up-
loaded and executed on all or part of the clients managed by the LRS. The two tabs "Command states"
and "All command states" allows you to make sure that the scheduled tasks went smoothly.

If the connection to a client fails, the module will try once again, to carry out the task (files transfer and
execution). The parameters below the directory list, allows setting the time interval between two at-
tempts, the number of retries, the command expiration date.

The files repository can be seen from the Web interface but also, from the SMB/CIFS share
\\lrs_server_name\lsc or \\lrs_ip_address\lsc (anonymous access, no password needed). On the server,
the files are located in the /tftpboot/revoboot/lsc directory.

Figure 8.3. File Repository and Task Scheduling

The repository interface is divided in four parts:

Files Repository
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• The directory tree on the left;

• The current directory list;

• Scheduling options for the command; and

• File uploading to the repository.

The goal is to prepare a task that aims to install files or executables on the target clients group.

For each file in the repository, you can see three actions similar to the ones found in the explorer, and
two other columns:

1. The first column contains a checkbox. When checked, the file will be uploaded to the host, when the
task will be executed.

2. The second one contains a radio button, to select which file will be executed for this task.

After having selected all the files to copy and run, set the installation options in the "Task options on
host" section. In order to clarify your log files, you should set the task title. For example set the task title
to "OpenLook Installation 2018/11/13 on host Winux 20015." Then, you can choose to launch the task
A.S.A.P. or at a given date / time in the field "Start date". You can also set an expiry date for the retries
in the "expiry date" field.

Some additional arguments can be sent to the program or script which will be run on the target hosts, in
the "Execution arguments" field.

After the task is completed, the uploaded files will be deleted if you check the "delete files" checkbox.

You can also ask to update the inventory with the "Run the inventory" option.

With the checkbox "If connection fails, send a WakeOnLan request", a "Wake On Lan" request is
sent to the host and two minutes later, the task is run one more time. You can also set the "maximum
connection attempts" and the "delay between two connections".

Using the "Action to perform after a successful command" option, you can ask the client to reboot /
shutdown / whatever upon deployement success.

Eventually, you have to click on the "Launch the task" button, to launch or schedule the task.

Most of the default values and parameters seen above, as well as the directory where the files are trans-
ferred on the targets, can be set by clicking on the "Module Config" link in the top left-hand corner.

8.3.3. Explorer: Remote File Browser
The explorer tab is not available when you have selected a group of clients in the control center, as you
cannot browse files of multiple clients simultaneously.

For a given client, this tab allows you to see the contents of its hard disk. A standard layout is used, with
the directory tree on the left, directory contents in the center, and related actions for each file or direct-
ory on the right. At the bottom, you can create or send files in the current directory.

Please note that the directory tree on the left, uses a kind of "UNIX" notation for MS Windows based
clients: the /c directory corresponds to the C: drive, /d to the D: drive and so on.

Explorer: Remote File Browser
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Figure 8.4. The File Explorer Displaying the Contents of a Remote drive.

The following information is displayed in the "file list" table :

• Type: one icon depicts the file type;

• File name: file name with extension;

• Size: size in bytes;

• Last update date; and

• Actions;

• See the file's contents

• Edit the file, if it's a text file

• Remove the file or directory

• Run the file

You can also create an empty file or a new directory in the current directory, or upload a file from your
workstation.

8.3.4. Command States
Once a task has been scheduled you can see the progress and the current task's state. A task goes through
three states:

• File transfer;

Command States
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• Command execution; and

• Files removal.

Each state includes two sub-states: the beginning and the end of the state. So, for each task, its state and
log files are available with even more details. Below, you can see the state of all commands launched via
the LSC:

Figure 8.5. All Commands State

To see the commands state for only one client, click on the "commands state" tab:

Figure 8.6. Commands State For One Client

For each task or command, you will see when the task has been scheduled, when it will start, when it
will expire, and its state (upload in progress, upload done, upload failed, execution in progress, execu-

Command States
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tion done, execution failed, delete in progress, delete done, delete failed, inventory execution in pro-
gress, inventory execution failed, inventory execution done, connection error, command done, command
paused, command stopped, command scheduled).

By clicking on the magnifying glass icon, you will see detailed logs about the task, and a reminder of the
task's parameters.

Figure 8.7. Command Details

Figure 8.8. Command Details (2)

Command States
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Commands and error codes are written in blue, info output (STDOUT) in green, error output (STDERR)
in red, and timestamps in grey.

8.4. Creating New Deployment Scripts
There are many packaging software and installers to add new software under MS Windows. The Mi-
crosoft standard is to use MSI packages. You'll find interesting information, related to MS Windows in-
stallers, on the Unattended open source software Web site (a free alternative to Microsoft RIS). That
page talks about command line installation: http://unattended.sourceforge.net/installers.php .

For MSI packages, you will find numerous information on www.msdn.com, such as:

• ht-
tp://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp

• ht-
tp://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/standard_installer_command
_line_options.asp

Creating New Deployment Scripts

98



Many installation procedures are also available from www.appdeploy.com [http://www.appdeploy.com]
. You will see below, how to install a few popular packages under Windows with the LSC.

8.4.1. Firefox Install
The Firefox install is straightforward. Create a file named "Install_firefox.bat" in the same directory as
the Firefox installation file, Firefox_Setup_2.0.0.1.exe and use the options -ms and -ira. Linbox tested
the install with or without the option -ira, but some users need this option. If you require -ira, put the fol-
lowing line in 'install_firefox.bat":
Firefox_Setup_2.0.0.1.exe -ms -ira

Now upload this file and the .exe in a sub-directory of the repository (using the 'lsc' share for example),
create a new task and select the two files for copy, and the .bat file for execution.

8.4.2. OpenOffice 1.1 Install
A tutorial and a lengthy discussion about OpenOffice unattended installation can be read here: ht-
tp://www.oooforum.org/forum/viewtopic.phtml?t=606 .

To sum up, you need to use StarOffice response files. Then the command line is "setup.exe -r
<reponse_file>" or "setup.exe -r C:\officeop.txt -D <installation>\<path>\OpenOffice.org\" .

For a properly defined installation, the response file looks like this:
; Basic settings
[Environment]
InstallationMode=INSTALL_NORMAL
DestinationPath=C:\Program Files\OpenOffice.org
; Little hack to disable the QuickStarter
[Module_Specify]
InstallProcedure = MySelectProc
[Procedures]
Sub MySelectProc
SelectModuleByName ( "OpenOffice" )
DeSelectModuleByName ( "QuickStarter" )
End Sub

8.4.3. OpenOffice 2 Install
OOo 2 uses a MSI setup file, so the installation method looks like MS Office, with the detailed msiexec
options below. A MSI file editor can also be used to customize even more the install: ORCA
(http://support.microsoft.com/kb/255905/EN-US/).

You will find additional information at http://documentation.openoffice.org/setup_guide2/ and ht-
tp://documentation.openoffice.org/setup_guide2/2.x/en/SETUP_GUIDE_draft.pdf

The set of files needed for the OpenOffice 2.0 install (French version) is the following:

Set of OpenOffice 2 files in the files repository

The .bat file which needs to be run is ins_silent_OOo2.bat:
@echo off
echo Install started
chmod ugo+rx *
msiexec.exe /i openofficeorg20.msi /qn /lv OOo2.log.txt
echo Install done
more OOo2.log.txt
rm -f OOo2.log.txt

Everything that is displayed to the "standard output" or "standard error" streams will appear in the de-
tailed logs of the Web interface. So, "Install started" will be displayed in the logs. The command
«chmod ugo+rx *» is run to make sure that all files executed by msiexec have the "executable" flag set
(Cygwin is behind the Linbox SSH server for Windows, so you can use UNIX like commands in your

Firefox Install
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scripts).

The options used here are quite common: /i filename.msi /qn (no GUI) /lv log_file.txt. The full list of
msiexec options are:

• /i openofficeorg20.msi: /i followed by the name of the MSI package to install

• /qn: /q is about the GUI. /qn , ('q' followed by 'n') disable any GUI. This option is mandatory for any
unattended installation with the LSC module.

• /lv OOo2.log.txt: /l or /L is related to log files. Here the logs are written in the current directory, in the
OOo2.log.txt file. Beware, if a full path is specified, all directories must exist. The default options are
'iwearmo' . The other options are:

• i: status messages

• w: nonfatal warnings

• e: all error messages

• a: startup of actions

• r: action-specific records

• u: user requests

• c: initial user interface parameters

• m: out-of-memory errors

• o: disk space errors

• p: terminal properties

• v: verbose output

• x: debugging information (only on Windows server 2003)

• +: appends to existing file.

• !: flushes each line to the log (can be used in case of memory overflow)

• *: logs all information except for the v and x option. To include the v option in a log file using the
wildcard flag, type /L*v at the command prompt.

8.4.4. MS Office Install

8.4.4.1. Office XP Pro

Two installation methods are available:

• Simple silent installation: See ht-
tp://unattended.msfn.org/intermediate/apps/office/officexp_simple.htm . The command is "start /wait
<path>\<to>\OfficeXP\PROPLUS.msi /Qn /Lv officexppro.log.txt". Automatic configuration is done,
and all default options are installed.

MS Office Install
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• Advanced silent installation: packages to install can be selected (see ht-
tp://unattended.msfn.org/intermediate/apps/office/officexp_advanced.htm) . To be able to chose the
installation parameters, a first install is done and then the preferences are saved in a file named trans-
form.mst. To this end, Microsoft ORCA should be used.

Install and run ORCA by going to "start -> programs -> ms office tools ->ms office resource kit->
custom installation wizard". Then:

• In the 1st page: click on next.

• 2nd page: specify the msi file (i.e. d:\proplus.msi, for Office with Powerpoint, otherwise pro.msi
for a 'pro' release).

• 3rd page: select "create a new mst file."

• the following pages will allow you to customize the automatic installation.

After that, a .mst file is generated, which will be used for the installation. There are two ways to use
this file:
<path>\<to>\\OfficeXP\setup.exe TRANSFORMS=Transform.MST /qb-

msiexec.exe /i <path>\<to>\openoffice.msi /qn TRANSFORMS=myTransform.mst

N.B.: Miscellaneous links on Office XP deployment: ht-
tp://www.microsoft.com/technet/itsolutions/cits/dsd/bdd/bddxp03.mspx

8.4.5. IBM WebSphere

8.4.5.1. WebSphere Application Server (Network Deployment)
6.1

IBM WAS can be silently deploy using Response Files. RSP files are used to configure Install with
some answers, thus pre-filling the installation wizard questions. As the wizard can be run in silent mode
(-silent), using a response file able the LSC to deploy IBM WAS.

To perform a silent install, the following command line must be used:
./install -options "/path/to/the/responsefile.nd.txt" -silent

IBM provides a ready-to-use response file (responsefile.nd.txt), in which a few changes are to be done
for the silent install to be performed. Here is an example of a response file (without comments) :
-OPT silentInstallLicenseAcceptance="true"
-OPT installType="installNew"
-OPT feature="noFeature"
-OPT installLocation="/opt/WebSphere/AppServer61"
-OPT profileType="none"

The LSC package will contain:

• the full WAS tree,

• your custom response file (f.e. myresponsefile.nd.txt),

• and an installation script:
# perform install
./WAS/install -options ./myresponsefile.nd.txt -silent

# gather exit code

IBM WebSphere

101



logFile="$INSTALL_DIRECTORY/logs/install/log.txt"
result=`tail -1 $logFile | grep INSTCONFSUCCESS`

# gather logs
cat $logFile

# exits
if [[ "$result" = "" ]]; then

exit 1
fi

exit 0

8.4.6. System patches deployment
The LSC can be used to deploy system patches, either security/bugfixes or native packages.

8.4.6.1. MS Windows patches deployment

Security and bug-fixing patches are often released by Microsoft for its MS Windows OS customers.
Most of theses patches can be deployed using the LSC, for the cost of a few research about the patch to
deploy.

To obtain informations about a specific patch, you must first obtain the patch number. This is the ID
number under which it appraise on the automatic update screen (which you can reach by clicking on the
« Windows Updates » icon in the task bar, then selecting « custom installation »):

patch #329170

Then you have to collect informations about the patch, more specifically how to run on a non-interactive
modus. For this part you can go on http://support.microsoft.com/kb/<patch-number> . On the page
look for the link which will able you to get the patch which applies to your platform and download it.
Also read carefully the installation instruction, more precisely how to install it in a fully automatic man-
ner. For example, for the patch #329170, you will have to use the following command line:
q329048_wxp_sp2_x86_en / u /q

(/u for an automatic installation, and /q for the update window not to be shown).

You have now the patch and the relevant arguments to install it automatically and silently. The next
stage is to built the corresponding LSC package:

• in the LSC repository, please create the directory which will contain the package (for example/
ms_windows/patches/329170),

• in this directory create a file named « deploy_patch.bat » which will contain:
./q329048_wxp_sp2_x86_en /u /q

• do not forget to also put the patch into the previous directory.

Your LSC package is now ready to be deployed.

8.4.6.2. BFF packages installation under AIX

The LSC can be used for IBM AIX's BFF packages installation and removal. Here again the principle is
to use a command line crafted to enable a fully non-interactive installation. AIX manpage tells that to in-
stall a .bff archive in a non-interactive way, one should useinstallp with the following syntax:
installp -a -c -d <path to a arch repo> -X <package to install>

System patches deployment
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For example, to install the OCS inventory agent on an AIX 5.3, the command line will be:
installp -a -c -d ./ocsng-client-aix-53.bff -X freeware.ocsng-client.rte

A uninstall command can even added to our LSC package:
installp -u freeware.ocsng-client.rte

Thus the following files will constitute our OCS Agent deployment package:

• an installation script (install.sh),

• a uninstallation script (uninstall.sh),

• a bff archive (ocs-client-aix-53.bff).

8.4.6.3. Solaris packages installation

Solaris packages can also be installed thanks to the LSC. The principle is the same as under AIX (see
upper), only commands differ.

Here the installation command will be (we usesyesto inhibit the questions that pkgadd could ask to the
operator):
yes | pkgadd -d ./ocsng-client-solaris10 Mocsng-client

And to remove:
pkgrm -n Mocsng-client

The final package will be:

• an installation script (install.sh),

• a delete script (uninstall.sh),

• a Solaris archive (ocsng-client-solaris10).

8.4.7. Other Sample Scripts
In the LSC file repository, under the 'linbox' directory, you'll find a few example .bat files to install
some software. To use the provided examples, you will need to copy the directory to another location
and add the needed setup.exe files. For example, to try to install Mozilla Firefox, you will have to copy
linbox/install-firefox to my-firefox-install in the LSC repository, and download Fire-
fox_Setup_2.0.0.1.exe to the directory.

The following examples are supplied:

• install-OOo2: OpenOffice.org 2.x installation.

• install-firefox: Mozilla Firefox 2.0.x installation. Firefox_Setup_2.0.0.1.exe is needed.

• install-inventory: LRS inventory agent installation. The LRS server name is configured as «LRS».
Please edit the .bat file if the server name is different.

Other Sample Scripts
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• install-vnc: Normal TightVNC 1.2.9 server installation

• install-vncssh: Secure TightVNC 1.2.9 server installation (VNC over SSH).

• update-inventory: Remove old inventory agents, and install the latest release. Can be used to upgrade
from v3.x agents to v4.x agents. The LRS server name is configured as «LRS». Please edit the .bat
file if the server name is different.

• update-ssh: update the SSH server used by the LSC after the next reboot.

• run-inventory.bat: force an inventory agent run.

8.5. Database Structure
The LSC database uses four tables:

• commands

• commands_on_host

• commands_history

• version

The "commands" table contains orders scheduled with the Web interface, for a single client or a group/
profile. The "commands_on_host" table contains the commands which need to be sent individually on
each client. The "commands_history" table contains the logs for each task like file copy, execution, and
file removal. Finally, the "version" table contains the current database version to keep track of updates.

8.5.1. Commands Table

Field Type Other Comment

id_command int(11) auto_increment Primary index key

date_created datetime Task creation date

start_file tinytext

parameters text Task parameters

path_destination text Destination path for files

path_source text Source path for files

create_directory enum('enable','disable') Create or not, the destin-
ation directory

start_script enum('enable','disable') Execute or not the com-
mand

de-
lete_file_after_execute_s
uccessful

enum('enable','disable') Remove or not the files
if successful

files mediumtext

start_date datetime When to start the task

end_date datetime When to stop the task or

Database Structure
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Field Type Other Comment

any attempt

target tinytext Target clients using pro-
file:/group/subgroup/clie
nt .

username varchar(255) SSH username

dispatched enum('YES','NO')

title varchar(255) Task title

start_inventory enum('enable','disable') Launch the inventory at
the end

wake_on_lan enum('enable','disable') Try a "wake-on-lan" if
there's a connection
problem

next_connection_delay int(11) Delay between 2 con-
nection tries

max_connection_attemp
t

int(11) Number of tries before
giving up

8.5.2. commands_on_host Table

Field Type Other Comment

id_command_on_host int(11) auto_increment Primary key

id_command int(11) Key linked to the 'com-
mands' table

host tinytext Client name

start_date datetime Task start date

end_date datetime Task end date

current_state enum('upload_in_progre
ss', 'upload_done', 'up-
load_failed', 'execu-
tion_in_progress', 'execu-
tion_done', 'execu-
tion_failed', 'de-
lete_in_progress', 'de-
lete_done', 'de-
lete_failed', 'invent-
ory_in_progress', 'invent-
ory_failed', 'invent-
ory_done',
'not_reachable', 'done',
'pause', 'stop', 'sched-
uled')

Current status of the task

uploaded enum('TODO', 'IG-
NORED', 'DONE',
'FAILED',
'WORK_IN_PROGRES
S')

Status of file uploading

executed enum('TODO', 'IG- Status of execution

commands_on_host Table
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Field Type Other Comment

NORED', 'DONE',
'FAILED',
'WORK_IN_PROGRES
S')

deleted enum('TODO', 'IG-
NORED', 'DONE',
'FAILED',
'WORK_IN_PROGRES
S')

Status of file removal

next_launch_date datetime Next try date

current_pid int(11) SSH process PID

num-
ber_attempt_connection
_remains

int(11) Number of remaining
tries

next_attempt_date_timebigint(20) Next attempt date (in
Unix seconds)

8.5.3. commands_history Table

Field Type Other Comment

id_command_history int(11) auto_increment Primary key

id_command_on_host int(11) Index linked to com-
mands_on_host (1 com-
mand_history for many
command_on_host)

date tinytext Event date

stderr longtext Stderr contents

stdout longtext Stdout contents

state enum('upload_in_progre
ss', 'upload_done', 'up-
load_failed', 'execu-
tion_in_progress', 'execu-
tion_done', 'execu-
tion_failed', 'de-
lete_in_progress', 'de-
lete_done', 'de-
lete_failed', 'invent-
ory_in_progress', 'invent-
ory_failed', 'invent-
ory_done',
'not_reachable', 'done',
'pause', 'stop', 'sched-
uled')

State related to the event

8.5.4. version Table

commands_history Table
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Field Type Other Comment

Number tinyint(4) Database structure ver-
sion

version Table
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Chapter 9. Remote Control Module
9.1. Description
The remote control's module is available from the LRS main page.

You just need to select the control's icon in one of the LRS table's rows to connect the client. This mod-
ule allow you to control a remote computer with your web browser.

Figure 9.1. The remote control's icon

• The remote computer is directly used so it is not possible to use both local and remote
controls without conflicting (they share the same screen and mouse cursor).

• The remote control module needs a good network connection to function properly. If
your connection is slow you will have a slow refresh of the screen view.

9.2. Installation
There are two ways to install the VNC server on Windows clients:
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1. Basic VNC installation

2. Secured VNC installation

9.2.1. Basic Installation
In the basic set-up, communication is not encrypted and password authentication is used.

You need to install Tightvnc on the client boxes. This utility is available with your web browser on the
http://server_address, "Windows Utilities," "Executable for setting up tightvnc".

During the installation you need to validate the "TighVNC Server" option. Both configuration options
"Register TightVNC Server as a system service" and "Start or restart TightVNC service" have also to be
selected.

Figure 9.2. TightVNC installation (first screen)

Figure 9.3. TightVNC installation (second screen)

Basic Installation
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At the end of the setup you have to enter a password. It will be used to connect the remote client from
the server web page. The default password on our installations is "linbox". Please change the password
to a personal password.

To change the password you need to launch the VNC settings screen which is available in Start menu ->
TightVNC -> Administration -> Show Default Settings. Two password entries (password and confirma-
tion) are displayed on the top-left corner of the window. Enter the new pass in the both entries and then
apply the changes (button on the bottom of the window).

Now TightVNC is installed and configured, the client is ready to be used.

TightVNC server can also be deployed using Post-Installation scripts ("vnc1" script), or
using the LSC module (vnc1.bat).

9.2.2. Secure Install
With the secure installation, communications between the LRS and the client are encrypted using a SSH
tunnel, and public key authentication is used. However, communications between the Web browser and
the LRS are not encrypted because plain VNC protocol is used.

First, you have to install an SSH server on the Windows client. Please refer to the LSC module docu-
mentation.

Secure Install
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Then, install the secured SSH server. Installing the SSH server can be done using a Post-Installation
script (the 'lscsshvnc' installs both SSH and VNC) or using the LSC module (vnc-ssh.bat script). The in-
stalled binary is called 'tightvncssh.exe'.

You should also check that the "Set up an SSH tunnel before" option is activated in the Webmin VNC
module configuration page, to make sure that an SSH tunnel will be set-up before taking control of the
client.

9.3. Usage
The remote control is available from the "Ctrl." column of the LRS screen. You just have to click in one
of the clients' icons to go to the login screen:

Figure 9.4. The VNC login screen

Enter the VNC client's password to connect the remote box and control it. The client's screen will be dis-
played in your web browser.

Figure 9.5. A VNC view

Usage
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If the remote host is not available, please check that :

• The host is up and connected to the network.

• The host is running a started VNC server.

• The host has the same name under MS Windows (or in the DNS) and in the LRS interface.

• The host's selected video mode has at least 256 colors.

• If the VNC/SSH mode is activated and if the LRS name has been changed, check that the name has
been also changed in /etc/hosts.

Usage
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Chapter 10. Client Naming Convention
10.1. Organization Of a Computing Equip-
ment
In your IT environment, you can classify computers according to two criteria

• Their geographical location: the place where they are used, for example the country, the agency, the
floor, or other criteria.

• Their function: how they are used, such as office automation, CAD, or other criteria.

The LRS makes very easy to represent this two-dimensional organization, through concepts of member-
ship

• A group for the geographical location.

• A profile for the function.

10.1.1. Profiles
TheProfiles are used to group computers according to theirfunction. Clients used in the same field will
have the same profile.

A sample case is the deployment for a financial services company where the computers include a "Net-
work management" profile, a "Branch manager" computer, "Advisers" computer and "Counter" com-
puters.

It is recommended that computers belonging to the same profile should have a similar hardware config-
uration, to enhance hardware coherence.

10.1.2. Groups
Thegroups contain clients gathered in a sameplace. A concept of tree based structure of group is avail-
able in the LRS to group computers belonging to the same city, then to the same building, to the same
floor and the same service.

The clients do not necessarily have to have the same configuration, the concept of group being intended
more for administration purpose than for deployment purpose.

10.1.3. Final Organization and Notation
In the LRS, clients can be organized using a two-dimensional array:

• By profile.

• By group (with a tree notion).
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Let's take the example of a computer namedComputer1. Computer1 is used inaccountancy, in the
Acc01 department of theAgency05agency of theTown02 town. The profile of Computer1 is "Ac-
countancy," its group "Town02/Agency05/Acc01".

By convention in the LRS, one will indicate this client under the denomination "Account-
ancy:/Town02/Agency05/Acc01/Computer1".

More generally, the LRS client's name will be as should follow the notation:
PROFILE:/GROUP/SUBGROUP/SUBSUBGROUP/COMPUTER

To ensure compatibility with the previous LRS versions, the names of the clients must be
unique, whatever theirprofile or group . Thus two clients member of profiles A and B
must not have the same name.

Please note that a client does not have to be member of a profile or a group:

• A client without profile can be named for example
:/GROUP/SUBGROUP/SUBSUBGROUP/COMPUTER

or even
/GROUP/SUBGROUP/SUBSUBGROUP/COMPUTER

• In the same way, a client which does not belong to a group:
PROFILE:/COMPUTER

or even
PROFILE:COMPUTER

• For a computer not belonging to a group and without a profile:
:/COMPUTER

or
:COMPUTER

or
/COMPUTER

or quite simply
COMPUTER

10.2. Adding A Client To a Group/profile

10.2.1. When Declaring a Client
When you declare a new client, during the PXE boot, or by using the "Add a Client" tab, it is possible to
set it as a member of a particular group/profile by using the notation described in Section 10.1.3, “Final
Organization and Notation” [116].

Adding A Client To a Group/profile
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10.2.2. After Having Declared a Client
When renaming a client, it is also possible to include it into a group/profile.

Integrating a computer to a non-existing profile / groupdoes not implicitly copy the menu
of profiles/group towards the client.

10.3. Efficient Use of Groups and Profiles

10.3.1. Groups and Profiles Creation and Deletion
Here are the concepts to understand for the LRS's groups and profiles:

• A group (or a profile) only exists if there are clients in that group.

• A group (or a profile) without clients will be automatically removed.

• Adding a client to a non existing group (or profile) will automatically create the group.

PROFILES AND GROUPS ARE DYNAMICALLY GENERATED.

In practice, a group/profile is defined only if computers are members of it, but in the event of "re-
creation" (i.e. in the case of a group/profile is implicitly created, then removed by moving of all the
computers composing it, then again creation by adding a computer), all original information will be re-
stored.

10.3.2. Changing the Name of a Computer Belong-
ing to a Group / profile
In parallel, changing the name of a computer can have two consequences:

• If the profile/group into which it is integrated already exists: the menu of the computer itself is not
modified,

• If the profile/group into which it is integrated does not exist yet: it is created according to the same
principle as the client declaration. The client's boot menu is not modified.

In no case the renaming of a computer does modify its menu. For example to move a client
from a A profile to a B profile will not change the profile of the moved client.

10.3.3. Consequences of Modifying a Menu

10.3.3.1. Modification of a Group / Profile's Menu

The modification of a menu for a profile or a group implicitly modifies the menu of all the member cli-
ents. The menu of all the clients is overwritten (including the possible shared images which could be at-
tached), butlocal images are not suppressed: they simply do not appear in the menu anymore.

Efficient Use of Groups and Profiles
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10.3.3.2. Modification of a Client's Boot Menu Belonging to a
Group / Profile's menu

The modification of a client belonging to a profile/group is always possible, at the price of a possible
loss of synchronization of the client's boot menu of the corresponding group or profile.

10.3.3.3. Case of Clients Belonging to a Subgroup

The modification of the menu of a group modifies all the computers automatically belonging to it.

10.3.3.4. Case of Clients Belonging to a Group and a Profile

In this last case, modifying the menu will modify only the menus of the computers having the same pro-
file AND the same group (or member of a sub-group of this group).

Consequences of Modifying a Menu
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Chapter 11. Post-installation Scripts
Development Guide

11.1. Introduction
The post-installation feature works for FAT16/32, NTFS, and Ext2 file systems. In particular, the Win-
dows NT4, XP and 2000 OS have been successfully tested.

Four types of post-installation are available:

• Image post-installation. For each disk image you can choose, from Webmin, a post-installation script
which will be executed after restoring the image. This post-installation should be used to customize a
mass Operating System deployment.

• Computer post-installation. For each computer you can choose, from Webmin, a post-installation
script which will be executed when the boot menu entry "Post-Install" will be chosen. This post-
installation should be used to deploy applications.

• Group post-installation. The shared image "Post-installation (group)" can be used to assign the same
post-installation script to the clients which have this image in their boot menu.

• A global post-installation, which will be executed in both cases and for all computers. This option is
not available in the Webmin interface, but only in the command line interface.

11.2. Basic Post-installation Scripts
The provided scripts can deal with a wide range of deployment situations:

• No postinstall: none script will be run.

• date1: write the current date in the "date.txt" file which will be located on the root directory of the
first partition of the first hard drive.

• ich5raid1: synchronize the 1st and the 2nd hard disk on "fake raid" ICH5 cards.

• lscssh: install SSH and the public key for the Linbox Secure Control module.

• lscsshvnc: install SSH with the public key for the Linbox Secure Control module, and a secure VNC
server.

• ntfsresize1: maximize the 1st and only one NTFS partition.

• ntfsresize2: maximize the 2nd and last NTFS partition.

• resize1: maximize the 1st and only one, FAT, EXT2/3 or ReiserFS3 partition.

• run1: install files contained in /tftpboot/revoboot/images/data/ to the first partition in \tmp, and runs a
program, C:\tmp\myprogram.bat, during the first boot of a Microsoft Windows system.

• run2: as previously, on the second partition.
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• shell: simple debug shell.

• shutdown1:shutdown the client after the restoration.

• sid1: reset a post-Windows 2k SID (and its NetBios name) of a MS Windows system.

• sysprep1: copy /tftpboot/revoboot/images/data/sysprep.inf to the first partition of the first disk, and
change the NetBios name with the one declared in the LRS.

• vnc1: install TightVNC (client part of the remote control module) during the first boot of a Microsoft
Windows system.

Those scripts are only basic examples. To explore the infinite possibilities of the post-installation fea-
ture, you will have to modify existing scripts - even create a new one - you can do it by clicking on the
"Edit" button, as explained below.

11.3. Post-installation Scripts Edition
After clicking on the "Edit" button on the right of the scripts list, the LRS will display the following
form:

Main form to edit post-installation scripts

This form enables you to perform four different actions on the post installation scripts:creation, duplic-
ation, suppressionandmodification.

• Creation:

Post-installation Scripts Edition
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Post installation scripts creation form

You will have to fill two fields:

• The post-installation file location (only relative to images/templates for now, that is to say the com-
mon place for every images)

• The script's name

The scripts are created without content. You may edit the scripts later.

• Duplication:

Post installation scripts duplication form

You will have to fill two fields:

• The post-installation file location (only relative to images/templates for now, that is to say the com-
mon place for every images)

• The script's name

• Suppression:

Post-installation Scripts Edition
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Post installation scripts suppression form

• Edition:

Post installation scripts edition form

This form is in three parts:

• The Description field enables you to briefly describe the script's function (which will be displayed

Post-installation Scripts Edition
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on the details page).

• The Comments fieldis used to complete the previous description.

• The next fields represent the lines from the post-installation script itself, one field by line (see be-
low for a full description).

A "suppress" button in front of each line to delete the line on their right.

There is also three buttons at the end of the form, to respectively add a new line, to reinitialize the
fields values and to save yours changes.

You will find more technical information about the different commands available in the sections below.

11.4. Post-installation Scripts Reference
The post-installation scripts are shell scripts. On LRS, the scripts are located in the directory/tft-
pboot/revoboot/images/templates

11.4.1. Post-installation Script Syntax
To enable cross-edition between the command line interface and the webmin interface, post-installation
scripts must respect a strict syntax.

Here is an example:

# This is the description
#
# This is a shell fragment
# Auto-generated from the webmin interface on Thu Aug 19 12:27:11 CEST 2004
# Please don't modify it unless you know what you are doing !
# Please don't remove « END HEADER » and « END COMMENT »
#-- END HEADER --#
# This is a comment.
# Comment can be sparse
# across several lines.
#-- END COMMENTS --#

Mount 1
date > /mnt/date.txt
cp /opt/winutils/inventory-setup.exe /mnt/tmp/setup.exe
RegistryAddRunOnce c:\tmp\setup.exe
ChangeSIDAndName

which corresponds to the following form:

Post-installation Scripts Reference
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Post-installation scrip editing form

As you can edit these script either using webmin's interface or a simple text editor, some precautions
must be taken when using a text editor:

• The first line is always used as a description for the script. It corresponds to the "description" field of
the form.

• The lines between the "-- END HEADER --" and "-- END COMMENTS --" lines correspond to the
"comments" field of the form.

• The lines between the first one and "-- END HEADER --" are generated by webmin after each save
using the form.

• The "-- END HEADER --" and "-- END COMMENTS --" linesshould never be deleted. These lines
are used as beacons by Webmin.

• Each line after the "-- END COMMENTS --" line corresponds to a command.

11.4.2. Directories and Paths

Directory on the client Equivalent directory on the
server

Content

/mnt n.a. Mount point of the target file sys-
tem

/revoinfo /tftpboot/revoboot/images /tftpboot/revoboot/imagesdirect-

Directories and Paths
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Directory on the client Equivalent directory on the
server

Content

ory path on the server (NFS
mount)

/revoinfo/data /tftpboot/revoboot/images/data User data. With our pre-
configured LRS, this directory
can be accessed from Windows
clients as the 'data' share.

/revosave variable Image data, only if the post-
installation is linked to a particu-
lar image

/opt /tftpboot/revoboot/lib/util A handful of tools and utilities
used by the post-inst scripts

11.4.3. Post-installation Scripts Running Order

• /revoinfo/initinst

• /revosave/initinst(if /revosave exists, see above)

• (possible installation or backup)

• /revoinfo/preinst

• /revoinfo/$MAC/postinst

• /revosave/postinst(if /revosave exists, see above)

• /revoinfo/postinst

The 'postinst' and 'preinst' scripts will always be run whatever the restoration method is (tftp, nfs or mul-
ticast). However, 'initinst' scripts will only be run during nfs or multicast restorations.

Moreover, the Web interface is limited to the edition of '/revoinfo/$MAC/postinst' and '/re-
vosave/postinst' scripts.

11.4.4. Environment Variables
Some environment variables are available to be used in the scripts:

Variable Aim

$IPSERVER The LRS IP address

$MAC The current machine MAC address, compact
(001122334455)

$HOSTNAME The current machine hostname (using the content
of the LRS database)

Post-installation Scripts Running Order
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11.4.5. High Level Functions

Command Description

Mount <DEVICE>
Mount the<DEVICE> Windows partition on /mnt

<DEVICE> can be

• a number which refers to the Nth partition.

• or a Linux device path (i.e. /dev/hda1)

Example:

• Mount /dev/hda1

• Mount 1

NtfsResize <PART> <SIZE> Resize the primary partition <PART> of the 1st
disk to the size <SIZE>, which can be given in
MB, GB, or in percentage of the whole disk.
Works only for NTFS and for the last disk parti-
tion.

Examples:

• NtfsResize 1 90%

• NtfsResize 3 47GB

NtfsResizeMax <PART> Shortcut for
NtfsResize <PART> 100%

RegistryAddKey <PATH> <KEY> ... <KEY>
Add one or more keys <KEY> in the <PATH>
branch of the registry database in the /mnt win-
dows installation.

Example:
RegistryAddKey "HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\" System Scripts

RegistryAddString <PATH> <NAME>
<VALUE> Add the <NAME> value, and assign it <VALUE>

in the <PATH> branch of the registry database in
the /mnt windows installation.

Only
HKEY_LOCAL_MACHINE\Softwa
re keys can be modified !

High Level Functions
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Command Description

Example:
RegistryAddString "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run"

RegistryAddRunOnce <VALUE> Shortcut for
RegistryAddString "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce"

RegistryAddRun <VALUE> Shortcut for
RegistryAddString "HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run"

Resize <PART> <SIZE> Resize the primary partition <PART> of the 1st
disk to the size <SIZE>, which can be given in
MB, GB, or in percentage of the whole disk. Sup-
ports FAT16/32, EXT2/3 and Reiserfs 3.

Examples:

• Resize 1 90%

• Resize 3 47GB

ResizeMax <PART> Shortcut for
Resize <PART> 100%

CopySysprepInf <FILE>
Copy the <FILE> file to \sysprep\Sysprep.inf on /
mnt and replacethe ComputerNameentry with ma-
chine name as declared in the LRS.

Example:

• CopySysprepInf /revoinfo/$MAC/mysysprep.inf

• CopySysprepInf /revoinfo/data/my_nice_sysprep.inf

ChangeSID Changes the machine's SID using newsid.exe .

ChangeSIDAndName Changes the machine's SID and Netbios name. The
name comes from the LRS.

revosetdefault <VALUE> Change the default menu entry (0=1st one)

Busyboxis available for the post-installation, so the following commands can be used:

• [, ash, basename, busybox, cat, chgrp, chmod, chown, chvt, clear, cp, cut, date, dd, df, dirname,
dmesg, dos2unix, du, echo, env, false, find, free, grep, gunzip, halt, head, id, ifconfig, init, insmod,
kill, killall, klogd, linuxrc, ln, logger, ls, lsmod, mkdir, modprobe, more, mount, mv, pidof, ping,
poweroff, ps, pwd, reboot, reset, rm, rmdir, route, sed, sh, sleep, sort, stty, sync, syslogd, tail, telnet,
test, touch, tr, true, tty, umount, uname, uniq, unix2dos, wc, which, whoami, xargs, yes, zcat.

Advanced Examples
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11.4.6. Advanced Examples

11.4.6.1. Conditional Restoration

The "initinst" script checks that a file is present (\reinstall.me) on the first MS Windows partition before
installing the new image. If the file is not present, it sets the default boot menu entry to 0 (usually, boot
to local HD) and reboots. It should be copied to the corresponding image directory
(/tftpboot/revoboot/imgbase/Base-NN for example).

Mount 1
if [ ! -r /mnt/reinstall.me ]
then

umount /mnt
revosetdefault 0
reboot

fi

11.4.6.2. Joining An NT Domain With Sysprep

Before creating the image you will deploy:

1. Install Microsoft Sysprep tools on C:\sysprep (For more information on Sysprep, you can readht-
tp://support.microsoft.com/default.aspx?scid=kb;en-us;298491 ). Sysprep tools can be found in the
OS installation CD in Support\Tools\Deploy.

2. Launch under a MS Windows shell, "cd c:\sysprep" and "sysprep /quiet /reboot".

3. Create a "sysprep.inf" file, such as the example, in the "data" LRS shared folder (example for Win-
dows 2000 and Sysprep 1.x):

[Unattended]
OemSkipEula=Yes
InstallFilesPath=C:\sysprep
TargetPath=\WINNT

[GuiUnattended]
AdminPassword=root
OEMSkipRegional=1
TimeZone=85
OemSkipWelcome=1

[UserData]
ProductID=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
FullName=Name
OrgName=Org
ComputerName=NETBIOS_NAME

[Display]
BitsPerPel=16
Xresolution=1024
YResolution=768
Vrefresh=70

[SetupMgr]
DistFolder=C:\sysprep\i386
DistShare=win2000dist

[Identification]
JoinDomain=DOMAIN
DomainAdmin=domainadmin
DomainAdminPassword=password

[Networking]
InstallDefaultComponents=Yes

With this sample file, various parameters will be changed, such as, the administrator's password
(AdminPassword=), the screen resolution, and the 'DOMAIN' domain (JoinDomain=) will be joined, a
machine account will be created using the domain admin login and password (DomainAdmin= and Do-
mainAdminPassword=). More parameters can be changed and are widely documented at ht-
tp://support.microsoft.com.

Next, create a shared image and attach "sysprep1" post-installation script to this new image.

Advanced Examples
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After deploying the image, the global Sysprep.inf file will be copied in C:\Sysprep, the Netbios name
(ComputerName=) will be replaced by the one declared in the LRS, and finally, Windows and Sysprep
will be run.

Running Sysprep modifies the host SID. Some applications may not behave properly, like
the Linbox Secure Control module (LSC). In that case, you need to run a script during the
"sysprep" to update the LSC SSH server SID, by using the following instructions:

In 'C:\Sysprep\$oem$', create a file named 'Cmdlines.txt' which contains:

[Commands]
"C:\Progra~1\OpenSSH\bin\mkpasswd.bat"

Then run sysprep.exe, as shown above. The script which updates the SID will be run at the
end of sysprep.

11.4.6.3. Conditional Shutdown After a Backup

Usually post-installation scripts are run during a restoration, so the first step is to activate the execution
of those scripts for backups. Edit the file /tftpboot/revoboot/imgbase/Backup-B and Backup-L, and add "
revopost" to the end of the 3rd line.

Now you can create a script which will be used by all the clients in /tftpboot/revoboot/images/postinst.

The following script first checks that it is less than 7am, and then checks that the system is not in restore
mode, and shuts down the client :
if [ `date +%H` -lt 7 ]
then

if ! grep revorestore /etc/cmdline
then

halt
fi

fi

11.4.7. Debugging Post-installation Scripts
Post-installation scripts can be tested on any Linux Operating System or with Cygwin under Windows
as the scripts are written in "shell", but, it is more interesting to put the finishing touches to your scripts
directly on the client, by creating a post-installation script which will launch an interactive shell on the
client:

1. Create a post-installation script which contains the line "sh </dev/console >/dev/console".

2. Assign the script to the client.

3. Add the "Post-installation" boot menu entry, and choose it.

4. You will get now a shell.

In that shell, you first have to load the post-installation library by typing " . /opt/lib/libpostinst.sh". Now,
commands like "Mount 1", "RegistryAddString" are available. This shell has a simple editor built-in,
"ae", which will allow you to edit client scripts by running "ae /revoinfo/MAC_ADDR/postinst" or "ae /
revoinfo/templates/script". The script can then be run with " ./revoinfo/ADR_MAC/postinst" or " . /
revoinfo/templates/script". You can also launch a telnet server by typing "inetd", to debug your scripts

Debugging Post-installation Scripts
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form another work station.

If you need to add your own functions to the library, we advise you to create a file called "mylib-
postinst.sh" in /tftpboot/revoboot/lib/util/lib/ and to load it at the beginning of you post-installation script
with a ". /opt/lib/mylibpostinst.sh", because the "libpostinst.sh" file will be overwritten by each LRS up-
date.

Individual client post-installation logs are available in "/tftp-
boot/revoboot/images/MAC_ADDR/postinst.log".

Debugging Post-installation Scripts
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Chapter 12. Appendix I. Explanation of
the LRS Boot Phase

12.1. Usual PXE Dialog, Client<->Server

• Client : The PXE code sends a DHCP request to any listening server (Broadcast): a DHCPDISCOV-
ER packet

• Server:If concerned, the server answers the client with a DHCPOFFER packet (IP address offer)

• Client: The client selects among the response, a suitable response packet and sends a DHCPRE-
QUEST to the selected server.

• Server:The server answers by a DHCPACK packet.

• Client: In the exchanged packets, the client will find: an IP address, the TFTP IP address, a filename
to download (the NBP). The client which has now an assigned IP address, makes a TFTP request to
get the FILENAME that will be its start-up program (it will be downloaded at address 0x7C00, just as
any bootstrap program in the x86 world.) It is called NBP in the Intel PXE specification (stands for
Network Bootstrap Program). NBP will use the PXE API to make other actions. The PXE API mainly
supply services for: TFTP API, UDP API and UNDI API.
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12.2. PXE BOOT of the LRS Client

• At client's boot-time via PXE: Client obtains, through DHCP, its IP address and the FILENAME "/
tftpboot/revoboot/bin/revoboot.pxe" that it will download and execute.

• Linbox BootLoader execution (revoboot.pxe). A hardware scan takes place (device detection,
memory and CPU detection, hard-disk partitions' size) and the result is sent to the server, over UDP
port 1001 (HwPacket type).

• "getClientResponse" acting as a daemon, gets this UDP packet and does an update of hardware in-
formation (stored in ./log) AND an update of the client's configuration file (if it exists, of course,
which is not the case if the client is a newly added machine on the network).

• The bootloader seeks for a configuration file. The bootloader successively tries /tftp-
boot/revoboot/cfg/IP, /tftpboot/revoboot/cfg/MAC & /tftpboot/revoboot/cfg/default .IP and MAC are
respectively the IP and the MAC address, written in hexadecimal form (ex. C0A80080,
0010DCB049F8)

• The bootloader interprets the commands contained in this file.

12.3. LBL Command Files

12.3.1. Overview
Instructions that are outside of a "title" tag are immediately executed (e.g. "color", "timeout", "default",
etc).

Instructions that are located within "title" tags are only executed when that particular title gets selected
in the menu. This menu is built from the "title" list from the configuration file.

Whenever a new workstation gets added in the list, a new entry in the /tftpboot/revoboot/images is cre-
ated (whose name will be the MAC address of that workstation, expressed in hexadecimal. For example:
"0010DCB049F8".) and a configuration file that will be stored in the /tftpboot/revoboot/cfg folder (its
name will also be the MAC address in hexadecimal). The content of the image folder and the configura-
tion file will be filled from the skeleton which is contained in the /tftpboot/revoboot/imgskel folder (It
mainly contains at start: links to /tftpboot/revoboot/imgbase, empty folders for later storage and a "head-
er.lst" file).

We have four command types in a configuration file and two images types :

• For commands:

• Restoration commands ("partcopy", "parttype", "ptabs".)

• Back up commands (using a Linux kernel & initrd for diskless boot).

• System commands (for misc. functions of the LRS system : "inc", "identify", etc.)

• The underlying bootloader commands, (i.e. GRuB "root (x)", "chainloader +1", etc.)

LBL Command Files
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• For images:

• Images that are specifically made for one workstation, stored in its own folder: "Local images".

• Images that are made available to any workstation that are part of the LRS system, stored in the /
tftpboot/revoboot/imgbase common folder base/shared images, that can be used for duplication/de-
ployment.

Images are created when launching a "backup" type command. A diskless kernel will be launched on the
workstation to be saved. Partitions on the hard-disk will be scanned one after the other, and depending
on the filesystem type (FAT,NTFS,EXT2/3,REISERFS,SWAP), a specific utility will be used to save
the partition's content. Files will be saved in the folder that is specified in the kernel's command line
(revosave=/xxxxx/xxxxx/xxx/xxx), which is mounted using NFS on the /revosave mount-point. Created
image files (that will be used by the restoration BootLoader) will by 86MByte long at maximum (this is
imposed by the TFTP protocol) and thus, the content of a large partition will be automatically split into
many files called PXYYY, where X is the partition's number (as in /dev/hda1 ... /dev/hdaX) and YYY
will be between 000 and 999 or more depending on the partition's size.

During restoration, a command such as "partcopy" will ask for the server (using TFTP protocol) the files
needed for re-building the hard-disk's partitions. The command will adjust the partition's table content in
case the hard-disk geometry has changed (useful for duplication and/or hard-disk's exchange). By ma-
nipulating the configuration file directly (or only part of it, using the "conf.txt" files), it is possible to re-
store only a specific partition, and not the full hard-disk's content. See later explanations about conf.txt
files, header.lst files and the content of /tftpboot/revoboot/cfg, for that.

12.3.2. Default Command File
On the first boot, the "/tftpboot/revoboot/cfg/default" configuration file is used. It will look like this :
timeout 20
default 1

title boot-disk
root (hd0)
chainloader +1

title identify-station
identify
reboot

Explanations :

timeout 20 : automatically start on default after 20 seconds
default 1 : the default will be the title number 1 (it starts at "0" !!!)

title boot-disk : title of menu 0 : "boot-disk"
root (hd0) : the root will be disk 0

(we could have (hd0,0) that means that root will be the boot sector
of the first partition on the disk).

chainloader +1 : is equivalent to "chainloader 0+1", and means load one ("1")
sector starting at sector 0 ("0") from the current root ( "(hd0)"
or "(hd0,0)").

title identify-station : menu 1, title "identify-station"
identify : "identify" command : asks for a machine name and an administration ID,

then sends an UDP packet to "getClientResponse" daemon.
reboot : restart the client.

• getClientResponse will verify information such as a license and creates the new station's folder using
the skeleton in /tftpboot/revoboot/imgskel, its configuration file, finds a free IP address and assigns it
to the station, updates the /etc/dhcpd.conf file, restarts the "dhcpd" service on the server and adds the
station to the list of already known stations (LRS file, stored in /tftpboot/revoboot/etc/ether).

Default Command File
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12.3.3. Typical Command File
timeout 10
color 7/1 15/3
default 0
hiddenmenu

title Local Hard-Disk
desc Boot on the local disk
root (hd0)
chainloader +1

title Floppy
desc Boot on the local floppy
root (fd0)
chainloader +1

title Create Backup Image (Local)
desc Save HD to Local Image
kernel (nd)/tftpboot/revoboot/bin/bzImage.initrd revosavedir=/images/0010DCB037CF/Copy-1
initrd (nd)/tftpboot/revoboot/bin/initrd.gz
inc COPY

title Creation Image (Base)
desc Save HD to Shared Image
kernel (nd)/tftpboot/revoboot/bin/bzImage.initrd revosavedir=/imgbase/Base-2
initrd (d)/tftpboot/revoboot/bin/initrd.gz

inc BASE

title MBR Fix
desc Fix MasterBootRecord content
root (hd0)
mbr (nd)/tftpboot/revoboot/bin/mbr446.bin
pause

title Utility : MemTest86
desc Test PC's RAM using MemTest86
kernel (nd)/tftpboot/revoboot/bin/memtest.bin

title Win98 Base
desc Restore a Win98 basis
partcopy (hd0,0) 63 /tftpboot/revoboot/images/0010DCB037CF/Base-1/part1_
parttype (hd0,0) 12 root (hd0,0) chainloader +1

Explanations : (new commands)
color xx/yy tt/zz : sets the menu colors to xx/yy (fore/background) for "normal"

display and to tt/zz for highlighted display.
hiddenmenu : LBL will not display the menu, unless user presses

"shift-alt-shift" (if not pressed, just wait for timeout...)
desc XXXX : a small description for the menu entry (will be displayed under

the menu box when the menu entry will be highlighted)
root (fd0) : same that "root (hd0)", but for the floppy ( (hdX,Y)=harddisk

X,partition Y, (fdX)=floppy X, (nd)=network device )
kernel FILE ARGS : to load a kernel file (or equivalent) and supply ARGS as

command-line.
initrd FILE : to load an "initrd" file, i.e. a (compressed) disk on with the

kernel will boot (for diskless use, for example)
inc, mbr : see command description.
partcopy, parttype ... : in the above example, we are restoring the partition number 0

of first disk (i.e. C:\) with the files that are contained in
"/tftpboot/revoboot/images/0010DCB037CF/Base-1/", the first
sector of this partition being the 63th (we could have used
-first instead of 63). We then change the partition type : we set
it to 12 (FAT32,LBA) and we are then booting directly on its
bootsector (sector 0 of disk 0, partition 0).

12.3.4. header.lst
This configuration file has been built from information that are stored in the "header.lst" file, stored in
the station's folder (/tftpboot/revoboot/image/MAC). This file will look like:
[header]
item=timeout 10
item=color 7/1 15/3
item=default DEFNUM
item=hiddenmenu

[menu1]
def=yes
visu=yes
image=Local-Disk
include=Local-Disk/conf.txt

[menu2]
def=no
visu=yes
image=Local-Floppy
include=Local-Floppy/conf.txt

[menu3]
def=no
visu=yes
image=Backup-L
include=Backup-L/conf.txt

[menu4]
def=no

header.lst
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visu=yes
image=Backup-B
include=Backup-B/conf.txt

[menu5]
def=no
visu=yes
image=Util-Mbr
include=Util-Mbr/conf.txt

[menu6]
def=no
visu=yes
image=Util-MemTest
include=Util-MemTest/conf.txt

[menu7]
def=no
visu=yes
image=Base-1
include=Base-1/conf.txt

Please notice that this file does not contain any "partcopy","parttype", or other commands. This file will
only contain information related to the "visible yes/no" status and/or "default yes/no" status of the menu
entry. Commands that will form the rest of the configuration file are located in "conf.txt" files that are
located within the image storage folders (/tftpboot/revoboot/images/MAC/foldername/conf.txt and /
tftpboot/revoboot/imgbase/foldername/conf.txt). As a practical example to understand, below are the
contents of the client's folder:
.
|-- Backup-B
| `-- conf.txt
|-- Backup-L
| `-- conf.txt
|-- Base-1 -> ../../imgbase/Base-1
|-- COPYNUM
|-- Copy-1
| |-- conf.txt
| |-- part1_000
| `-- part1_idx
|-- Copy-2
|-- Local-Disk -> ../../imgbase/Local-Disk
|-- Local-Floppy -> ../../imgbase/Local-Floppy
|-- Util-Mbr -> ../../imgbase/Util-Mbr
|-- Util-MemTest -> ../../imgbase/Util-MemTest
`-- header.lst

Folders Backup-B, Backup-L, Copy-1, Copy-2 are real local folders that belong to the client. The
folders are used for storage of "local images." Folders Local-Disk, Local-Floppy, Util-Mbr, Util-
MemTest are in fact symbolic links that point to /tftpboot/revoboot/imgbase/xxx folders that contain
mainly a conf.txt file. Since they are not really needed to STORE image file (they only contains some
commands such as "kernel", "mbr", etc). Folder Base-1 (symbolic link to /tftp-
boot/revoboot/imgbase/Base-1) is different. We find:
total 161392
-rw-r--r-- 1 root root 128 déc 19 17:23 conf.txt
-rw-r--r-- 1 root root 36605958 déc 10 13:13 part1_000
-rw-r--r-- 1 root root 38500328 déc 10 13:15 part1_001
-rw-r--r-- 1 root root 38938023 déc 10 13:17 part1_002
-rw-r--r-- 1 root root 33404765 déc 10 13:18 part1_003
-rw-r--r-- 1 root root 17316535 déc 10 13:19 part1_004
-rw-r--r-- 1 root root 77 déc 10 13:19 part1_005
...
-rw-r--r-- 1 root root 77 déc 10 13:19 part1_112
-rw-r--r-- 1 root root 78 déc 10 13:19 part1_113
-rw-r--r-- 1 root root 33778 déc 10 13:19 part1_idx

The "conf.txt" file contains the following:
title Win98 Base
desc Restore a Win98 basis
partcopy (hd0,0) 63 PATH/part1_
parttype (hd0,0) 12
root (hd0,0)
chainloader +1

This is exactly the set of commands that were in the configuration file (at the end of the file) that was
presented in the beginning of this chapter (except for the "PATH" part, what will be on-the-fly substi-
tuted by the real path of the files when the configuration file will be updated).The other "substitutable"
fields are: PATH, replaced by "/tftpboot/revoboot/images/MACADDR"; MAC, replaced by "MACAD-
DR"; COPYNUM, replaced by the content of "/tftpboot/revoboot/images/MACADDR/COPYNUM";
BASENUM, replaced by the content of "/tftpboot/revoboot/imgbase/BASENUM", where MACADDR
represents the client's MAC address, expressed in hexadecimal.
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12.3.5. Common Instructions

• "partcopy" : syntax "partcopy PART START FILEPREFIX" :

Copy image files starting with FILEPREFIX (FILEPREFIX000 to FILEPREFIXxxx,
where xxx is in fact contained in the header of file PREFIX000) over partition PART,
using GRUB's notation such as "(hd0,0)", that starts at sector START (LBA). START
can be replaced by "-first" which means that the image will start on the first sector of
the second cylinder/head (which in most case should be 63 is the geometry is a stand-
ard CHS XXX/YY/63). START can be replaced by "-next" to start on the first sector
of the cyl/head immediately following the previous partition entry.

• "parttype" : syntax "parttype PART TYPE"

Assign type TYPE to partition PART. Warning, this action is not done by partcopy by
default (except for some "standard" types)!

• "mbr" : syntax "mbr FILE"

Copy the MBR that is contained in FILE on the hard-disk's MasterBootRecord (i.e. 1st
sector). Warning, 512 bytes is the maximum read size! Everything is erased on the
current MBR (includes the partition table if the mbr's size is greater than 446 bytes).
Done on the CURRENT disk, thus you MUST set it using a "root" command BE-
FORE!

• "pciscan" : syntax "pciscan"

Interactive version of the automatically executed at boot-time command.

• "identify" : syntax "identify"

Asks for a machine NAME and an administrator ID, then sends an IdPacket (UDP,
port 1001) to the LRS server.

• "identifyauto" : syntax "identifyauto"

Same as "identify," but non interactive. NAME and ID are set to "+" (this is a cluster
specific configuration option).

• "inc" : syntax "inc BASE|COPY"

Sends an Inc packet (UDP, port 1001) to the server, to handle automatic creation of
storage folders (either Base or Local (Copy)).

• "setdefault" : syntax "setdefault NUMBER"

Sends a packet (UDP, port 1001) to the server, to modify the default grub entry for the
next reboot. '0' means the 1st entry. After each backup, the default entry is set to the
1st one.

Client's Boot, When Performing a Back
Up Operation
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12.4. Client's Boot, When Performing a
Back Up Operation
The back up process is done by booting a Linux kernel, using an "initrd" (ramdisk).

• The kernel is using the ramdisk's content as its root-filesystem (/)

• The network interface is probed by trying each driver listed in the /etc/modules list (/etc/modules.full
is used if the keyword 'revofull' was specified in the kernel's boot parameters).

• Net's parameters are obtained using DHCP, using "pump" program.

• If the "revodebug" keyword is found on the kernel's boot parameters, then no back up will occur, and
you will be able to log in as root. In this debug mode, you can run "floppysave" to write boot log files
to a MSDOS formatted floppy in the case where the network card cannot be initialized and log files
cannot be sent to the LRS.

• The partitions and disks which will be backed up are those listed in /proc/partitions.

• The backup itself will be done in the /revosave folder, which in fact is a mount-point for a NFS moun-
ted folder whose name is obtained using some kernel passed parameters on the "command line"
(revosavedir=/xxx/xxx).

• The main script used for the backup is called "/bin/autosave". This script's purpose is to successively
launch the programs "image_fat","image_ntfs","image_ext2" and "image_reiserfs" until one of them
returns a NULL error code, that means that its internal tests were successful and that the filesystem
was recognised. The program is then launched a second time, but this time it saves the data contained
in the partition to the image files in /revosave folder.

• At the end of the process (all partitions saved), the kernel reboots the computer.

Client's Boot, When Performing a Back
Up Operation
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Chapter 13. Appendix II. Configuration
Files

/etc // System configuration
|-- lbs.conf
`-- dhcpd.conf

/tftpboot/revoboot/
|-- backup // LRS configuration backups
|-- bin // Contains LRS binary files LRS (pxe,PERL scripts,etc...)
|-- cfg // Contains configuration files (Client)
| |-- default // default boot instructions file
| `-- 0010DC06A63C // a client boot instructions file (MAC 00:10:DC:06:AC:36)
|-- etc // Contains binaries' configuration files
|-- images // Contains images for known clients
| |-- 0010DC06AC36 // For example: client's MAC 00:10:DC:06:AC:36
| | |-- Backup-L // - Backup-L Menu
| | |-- Local-Disk // - Local disk boot
| | |-- Local-1 // - A local backup
| | |-- Base-1 // - A shared backup
| | |-- hdmap
| | |-- exclude
| | |-- hostname
| | |-- log
| | |-- postinst
| | `-- header.lst
| `... Other MAC ... // Other clients...
|-- imgbase // Base/shared images, towards which we link ('ln -s')
| |-- Local-Disk
| |-- Local-Floppy
| |-- MemTest
|-- imgskel // Newly identified machine's skeleton
| |-- Backup
| |-- Restore_Latest_Backup
| |-- Win98-fat-OK -> /home/images/Win98-fat-OK
| `...
|-- imgprofiles // Boot menus for profiles and groups
| |-- Group1 // boot menu for group1
| |-- Group1/Group2 // boot menu for group1/group2
| |-- Profile1/Group1 // boot menu for Profile1 and Group1
| `...
|-- iso
|-- lib
|-- log // Log files (ID, addhost, HW info, etc...)
|-- lsc // Scripts for the Linbox Secure Controle module
`-- tmp // Temporary files

13.1. LRS Configuration Back Up
You should backup the LRS configuration to easily set-up a new server in case of hardware failure, or
before making changes to the server configuration.

The LRS backup / recovery can be found in the tab: Home -> configuration -> configuration backup.

Figure 13.1. Configuration Backup Page
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In this page, a click on the "Backup" button, will create a .tar in /tftpboot/revoboot/backup, containing
the most important LRS parameters. The "Restore the last configuration" button, will put the LRS in the
state it was before the back up.

The archive contains system parameters, its network configuration, the Samba configuration, the Web-
min configuration, and the contents of inventory and LSC databases.

So, if you have a tape back up of the '/tftpboot' directory, you can set-up a nearly identical server using
the installation CDROM. To do so, you have to:

1. Install a LRS from the CDROM.

2. Restore the /tftpboot partition from tape.

3. Restore the last configuration as shown above.

13.2. /etc/lbs.conf
# LRS configuration file
# Comments (begin with #)
iface=eth0 # Interface listening to the clients requests
hwmac=00:06:29:0D:22:66 # MAC address of the network adapter
license=100 # Number of licenses (number of clients)
key=EB92235ABD4C45C5 # License Key (depend of hwmac and license)

autoselect=no # automatic update of the file header.lst
# if base/local images are created

skelsync =no # automatic update of the template
# if base/local images are created

# password
adminpass =linbox # asked when adding a new client to the LRS

# paths
basedir = /tftpboot/revoboot # Base system directory
addscript = /tftpboot/revoboot/bin/create_config

[dhcp]
nostaticip=1 # use dynamic dhcp addresses allocation

The "nostaticip=1" option means that IP address allocation is made dynamically by the DHCP server
(external one or the LRS one).

If you use, LRS' DHCP server, you can set this option to "0" to have a "semi-static" address allocation.

/etc/lbs.conf
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You should not use semi-static allocation.

If you enable this mode, you have to add the following parameters in the "dhcp" section of the lbs.conf
file:
[dhcp]
nostaticip=0

#the following is only useful is static mode (nostaticip=0)
network=172.20.0
minip=240
maxip=254
tftpserver=172.20.0.123
filename=/tftpboot/revoboot/bin/revoboot.pxe
optionhostname=1
dhcpdrestart=1

With the above configuration, for every new client, the LRS will add a static IP allocation in the DHCP
server's configuration, between the range 172.20.0.240 to 172.20.0.254 . Here, The LRS IP address is
172.20.0.123 .

13.3. dhcpd.conf
This file which can be found under /etc or /etc/dhcp3, contains the DHCP server settings and should be
modified with the Webmin module.

To sum up, the most important parameter for network booting is "filename" which must be set to"/
tftpboot/revoboot/bin/revoboot.pxe" .

13.4. Client or Group Specific Configura-
tion
These files can be found in each /tftpboot/revoboot/images/CLIENT_MAC_ADDR directory.

For groups and profiles, their menus are saved in the /tftpboot/revoboot/imgprofiles/profile name/group
name/sub group/ directory or in /tftpboot/revoboot/imgprofiles/group name/sub group/ for groups with
no profile assigned. For groups, only the header.lst file is significant.

13.4.1. exclude
Automatically generated by Webmin. Exclude contains disks or partitions which must be excluded from
all backups. Each line is similar to "HD Number:partition to exclude". For example, "0:0" means ex-
clude all partitions from the 1st disk, and "1:4" means exclude the 4th partition from the 2nd disk.

13.4.2. hdmap
Hdmap is automatically generated. The number of sectors for each disk as seen by the BIOS. Each line
is like "HD number=sectors count".

13.4.3. header.lst
The files "header.lst" in the directories /tftpboot/revoboot/images/MACADDR/ contains the information
about the visible state, the default menu state, which have been set with the Webmin interface. They link
the configuration files (MACADDR of /tftpboot/revoboot/cfg/) and the files "conf.txt".
[header] -> Header
item=timeout 10 -> Options added in

dhcpd.conf
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item=color 7/1 15/3 -> the configuration file header
item=default DEFNUM -> for the timeout, the colors, the default menu
item=hiddenmenu -> ...(see MACADDR options)

[menu1] -> Menu 1
def=yes -> Default menu : YES
visu=yes -> Displayed in the boot menu : YES
image=Local-Disk -> Menu name : Local-Disk
include=Local-Disk/conf.txt -> Corresponding "conf.txt" file = Local-Disk/conf.txt

[menu...]
...

• item=XXX : XXX will be added to the configuration file

• def=yes/no : default menu (will replace DEFNUM by the concerned menu number)

• visu=yes/no : will be displayed in the configuration file (yes/no)

• image=XXX : image name (informative)

• include=XXX : will include the file /tftpboot/revoboot/images/MACADDR/XXX

13.4.4. header.lst.wol
Similar to 'header.lst' but its content is used the create the menu after a 'wake on lan' occured.

13.4.5. hostname
Automatically generated. Contains the client name.

13.4.6. log
Contains the last 20 events related to the client (boot, backup, restoration,...).

13.4.7. log.lastrestore
Contains the name of the last restored image.

13.4.8. log.restore
Detailed log of the last restoration, and a timestamp.

13.4.9. postinst and postinst.desc
Contains the post-installation script attached to this client and its description.

13.4.10. postinst.log
Detailed log of post-installations.

13.4.11. Local-X and Base-X Directories
Base-X are links to shared images stored in /tftpboot/revoboot/imgbase, and Local-X directories contain
the client's local images.

header.lst.wol
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13.5. conf.txt (and MACADDR and/or de-
fault)
A portion of the client's boot configuration file is contained in conf.txt files (there is one in each direct-
ory corresponding to an image or a pseudo-image).MACADDR is the full configuration file, generated
from all the "conf.txt" marked by "visu=yes" in the file "header.lst". This file is stored in /tftp-
boot/revoboot/cfg and is called MACADDR (i.e. hexadecimal MAC address). Thedefault file is similar
to MACADDR, and it is used if MACADDR does not exist (e.g. during first boot). In those files, we can
find the commands interpreted by the boot loader (basic Grub commands with LRS specific additions).

Example
timeout 10
color 7/1 15/3
default 0
hiddenmenu

title Local hard disk -> conf.txt
desc Boot from local hard disk -> conf.txt
root (hd0) -> conf.txt
chainloader +1 -> conf.txt

title ...
...

GRUB Notation. The disks are numbered starting at 0. The first hard disk (C: for DOS) is called(hd0).
Please note that hd0 corresponds to the disk number 128 (0x80) in BIOS calls. The partitions are
numbered starting at 0, and the notation "disk,partition" is used to access it. For example the D: partition
or the second partition of the first hard disk, is(hd0,1). Other keywords:

• The floppy disk is "fd" (fd0).

• The network is "nd" and there is no partition (nd).

• kernel (hd0,0)/bzImage. To load the bzImage kernel from the first disk, first partition

• chainloader (fd0)+1. To load the floppy bootsector

• initrd (nd)/tftpboot/revoboot/bin/initrd.gz. To load the ramdisk (initrd) via TFTP (network)

• With any other filename, the root disk is used (set by the command "root").

• Prefix a filename with a disk name (hd0,0)/filename. The first partition of the first disk is used.

• Use a blocks list: 10 + 20, 30 + 40. The sectors 10 to 29 (length = 20) and 30 to 69 (length = 40) are
loaded from the root disk. The list can be prefixed by a disk name. The "+1" notation, same as "0+1"
is often used to tell that we want to load the (+1) first sector (0) of the partition.

The Grub Commands For a Configuration File.
desc STRING : Description line of the corresponding "title" entry. Displayed in the line

at the menu bottom generated by the "title" lines.
default INTEGER : Defines what is the "title" section that is selected by default (start at 0)
hiddenmenu : "hidden menu" mode. To display the menu when in this mode, push

"Shift-Alt-Shift" during the "timeout" (see below) countdown.
title STRING : Mark the beginning of the "title" section. The following commands

(not the comments and the descriptions) are executed when the entry is selected in
the menu. The string following "title" builds the menu.

timeout INTEGER : Defines the number of seconds to wait before
automatically executing the "default" menu entry

The Grub mini-shell commands
boot : Implicit when a "title" section is finished, the "boot" command line can be

used to boot (after loading a bootsector with "chainloader"
or a kernel with "kernel").

cat FILE : Display file content.
chainloader FILE : Load the file as bootsector (often "+1").
color C1/C2 F1/F2 : Change the characters colors C1/C2 and the background colors F1/F2.

conf.txt (and MACADDR and/or default)

143



configfile FILE : Load the file as configuration file.
debug : Activate debug mode.
displaymem : Display memory map.
fstest : Filesystem test.
geometry DISK : Display disk geometry (CHS, LRS, partitions...).
halt : Power off the computer.
help COMMAND : Display some help about a command.
hide PART : Hide a partition.
kernel FILE PAR : Load the file as kernel (ELF format) and give it the parameters PAR.
initrd FILE : Load the file as initrd (ramdisk).
makeactive PART : Activate the partition.
partnew PART TYPE BEGIN SIZE :

Create a new partition PART with type TYPE, beginning
at BEGIN with size SIZE.
parttype PART TYPE :

Set the type of the partition PART to TYPE.
pause : Wait for a key to be pressed.
reboot : reboot the machine.
root PART : set the current root to PART.
unhide PART : unhide a hidden partition (see "hide").

Grub network boot related commands
bootp : get the network parameters (same as "dhcp").
dhcp : get the network parameters (IP, NETMASK, GATEWAY, TFTP, FILENAME).
kernel FILE PAR : Load the file as kernel (ELF format) and give it the parameters PAR.
initrd FILE : load the file as initrd (ramdisk).
rarp : not implemented, replaced by "dhcp".
tftpserver IP : Set TFTP server IP.

The LRS specific commands
diskclean DISK : Erase DISK (write zeros in all sectors).
geometry DISK : Display disk geometry (CHS, LRS, partitions...).
identify : Ask the computer name and an admin ID.
identifyauto : Like identify, but automatically (name="+", ID="+").

If it is authorized in the DHCP settings, the name will be "IP" and
the station will be automatically added ("Cluster" behaviour).

inc BASE|COPY : Increment and create a new BASE or LOCAL directory.
mbr FILE : Write the FILE content on the current disk MBR (512 bytes maximum).
PARTCOPY PART BEGIN NETWORK_FILE :

Write the file IMAGE LRS "NETWORK_FILE" on the
PART partition which start at sector BEGIN.
Do not prefix with "(nd)", it is implicit.

ptabs DISK FILE: Write the file on the disk (specific LRS format,
to restore the partitions table and the MBR).

nosecurity : Allow users to view and edit grub menu entries and to access
the grub command line.

kbdfr : Load an AZERTY key map in grub (QWERTY by default)

13.6. CONF
CONF is the same as conf.txt, but in more concise format understood by the old CD booloader. We only
use the "ptabs" and "partcopy" equivalents. Example:
D:128 L:20003760 -> Informative : disk 128, 20E6 sectors
R -> same as "ptabs PTABS"
P1 , S:63 , E:20003759 , t:12 -> same as "partcopy (x) 63 P1"
E -> mark the end of the file

13.7. Webmin Files
PERL scripts are stored in the Webmin folder (usually /usr/share/webmin/lbs), and their configuration
files are in /etc/webmin/lbs.

Since PERL scripts located in /tftpboot/revoboot/bin also use parts of the information that are stored in /
etc/lbs.conf, and that they also use some of the functions provided by the library "lbs-lib.pl", there are
links that are made between the Webmin module folder and the LRS binary folder (you might have to
check this when installing or upgrading Webmin). Indeed, most of automatically possible actions (such
as "identify") are also possible from within the Webmin interface.

13.8. Utilities & Programs on the Server
getClientResponse

Check for license validity. Handle "HwPacket", "IdPacket" and "Inc Base/Copy"

CONF

144



packet coming from the LBL client. That program is launched at server's boot-time (in
/etc/rc.local for example). Check it is running with "ps ax | grep getClientResponse".

info

Obtains hardware information from HwPacket and creates the corresponding ".ini"
file.

check_add_host MAC HOSTNAME PASSWORD

Add new client entries to /tftpboot/revoboot/etc/ether and optionally to dhcpd.conf.

check_add_host_bulk PASSWORD <list.txt

Same as 'check_add_host' but takes a list of MAC addresses and host names from
stdin. Each line contains '00:11:22:33:44:55 NAME'.

create_config

Initial configuration (copy of ./imgskel skeleton) and creation of the new workstation's
storage folder.

check_ether

Ping all the workstations that are listed in etc/ether(obsolete).

rename_host OLDNAME NEWNAME

Utility to rename the host OLDNAME to NEWNAME and/or to change its group and
profile.

wake MACADDRESS ... [MACADDRESS]

Sends WOL packets to the specified MAC addresses.

bzImage.initrd & initrd.gz

Kernel and initrd used for the backup functions.

mbr.bin

A standard MBR (WinXX) to rebuild a disk's MBR in case of crash/alteration by vir-
us.

memtest.bin

Memory test that can be launched from the LBL.

Diskless Kernel Boot Parameters
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13.9. Diskless Kernel Boot Parameters
The Linux kernel used for backups and restorations can take into account a number of non-standard
command line parameters:

Parameter Explanation

revodebug Do not launch any backup or restoration and
provide a login prompt. Login as root with no
password. Useful for debugging network card
problems.

revofull Try to force full duplex while loading the network
card driver

revomac=001122334455 Specify the MAC address of the PXE boot inter-
face. Do not modify, automatically set by the boot
loader.

revonocomp Disable compression of backup images. Usually
slower backup when activated.

revoraw Save all partitions as raw, without optimizations.
Useful for saving corrupted file systems

revosavedir=/path Specify the path of the image to backup or restore.
Do not modify, automatically set by the LRS.

Diskless Kernel Boot Parameters

146



Chapter 14. Appendix III
14.1. Supported File Systems and Parti-
tion Types

Table 14.1. Supported File Systems

File system Supported Optimized*

FAT 16/32 Yes Yes

NTFS Yes Yes

Ext2/Ext3 Yes Yes

Reiserfs 3 Yes Yes

XFS Yes Yes

JFS Yes No

Linux swap Yes Yes

Compaq System Partition
(SmartStart)

Yes No

* Optimized: unused data blocks not backuped. In any case, used sectors are compressed before being
saved.

Table 14.2. Supported Partitions Types

Type Supported Software RAID supported

MSDOS (Basic Disks) Yes -

Windows Logical Disk Manager
(Dynamic Disks)

Yes Raid 1

LVM 1 and 2 (Logical Volume
Manager)

Yes Raid 0/1

Others file systems not listed here may be supported soon. Please contact Linbox for more information.

Warning ! LVM partitions cannot be restored via a bootable CD or via TFTP at boot. Only NFS and
Multicast TFTP restorations are supported for LVM partitions.

Also, you have to disable your LVM snapshots before a backup.

14.2. Hardware Compatibility List

14.2.1. PXE Compliant Cards
The cards equipped with the following PXE BIOS are known to work:
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• MBA 4.x (3COM)

• Intel Boot Agent 4.0.14 and newer, Intel Boot Agent 4.1.x, Intel Boot Agent GE 1.2.x

• Most Intel UNDI PXE 2.1 boot ROMs

• Broadcom Boot Agent

• Realtek add-on ROM v2.10 and newer

• SMC PXE v1.17

This may include the following network cards:

• 3COM 3C905B with additional ROM, 3C905C, 3C920

• Intel Ether Express Pro 10/100 or 1000, IBM EtherJet PCI

• Broadcom NetXtreme Gigabit, Broadcom BCM 4400

• SMC 1255 with PXE 1.17 add-on ROM

However, the following cards are not fully PXE 2.x compliant andwill not fully work with the LRS(but
can boot on an Etherboot PXE boot disk) :

• Cards compatible with Intel PXE v0.99

• Most SMC cards with Accton chipset and an additionnal ROM.

14.3. Trouble Shooting Guide

14.3.1. Problems During a Client Backup
Most of the problems occur during the backup on a client. In that case, the same error message will be
displayed again and again :

• *** Warning: the NFS service does not seem to work on the LRS ! The
NFS service does not seem to work properly on the LRS. Read 'NFS' below to find more.

• *** eth0: not yet configured *** Indicates that, either your NIC is not supported, or
that the loaded driver is not appropriate. In any case, contact the Linbox support and provide your
NIC's model type.

• *** eth0: no IP received !!! *** Indicates that your NIC has not received an IP ad-
dress from the DHCP server. First, check your cables, and the your DHCP server as shown below.

If you have more than one NIC on the client, you may have to specify which one to use for DHCP re-
quests. For that, you have to modify the interface number in the client's options page (see Section 4.5,
“Boot and back up options” [43]).

Trouble Shooting Guide
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14.3.2. Network
Are the server network parameters good? Try to ping a machine from the server. Try to ping the server
from a machine. If the tests fail, check the network parameters in /etc/sysconfig/network and /
etc/sysconfig/network-scripts/ifcfg-eth0 on a Redhat or Mandriva Linux based system, or in /
etc/network/interfaces on a Debian Linux based system.

14.3.3. NFS
The most common problem with the NFS server, is that before allowing a mount request. NFS does a re-
verse DNS lookup on the IP of the client. If the reverse lookup fails, the NFS mount request will be
denied. Therefore, the first thing to try is to remove /etc/resolv.conf, restart nfs server services, and
check if the client backup works better (this is not needed on our Debian based LRS which has been
patched to avoid problems with NFS and name resolution).

Then check that a local mount on the server is possible:
mkdir /mnt/testnfs
mount 127.0.0.1:/tftpboot/revoboot/images /mnt/testnfs
umount /mnt/testnfs
rmdir /mnt/testnfs

• portmapper: a "portmap" process should be running, and the command "rpcinfo -p" should display:
program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100024 1 udp 1024 status
100024 1 tcp 1024 status
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100021 1 udp 1026 nlockmgr
100021 3 udp 1026 nlockmgr
100021 4 udp 1026 nlockmgr
100005 1 udp 1027 mountd
100005 1 tcp 1025 mountd
100005 2 udp 1027 mountd
100005 2 tcp 1025 mountd
100005 3 udp 1027 mountd
100005 3 tcp 1025 mountd

• mountd: "mountd" and "nfsd" (or knfsd) process should be running

• statd: a "statd" process should be running

• lockd: a "lockd" process should be running

• /etc/exports: no space between "*" and "(" in "/tftpboot *(rw,async)". The 'async' option is important.
Without it, the backup performance can seriously decrease.

• /etc/host.allow and /etc/host.deny to check that the services can be contacted

14.3.4. TFTP
Enter /tmp (cd /tmp), and use the tftp client (tftp or atftp) to download the file revoboot.pxe as a client
would do during a network boot:
# cd /tmp
# tftp
> connect 127.0.0.1
> get /tftpboot/revoboot/bin/revoboot.pxe

• The tftp service is defined in inetd.conf or xinetd (/etc/xinetd.d/tftp)

• Check that tftpd or atftpd is running with "ps auwx | grep tftpd"

NFS
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• Restart inetd or xinetd, and look for error messages in the logs

14.3.5. DHCP
Watch the tail of the file /var/log/messages ("tail /var/log/messages") when DHCP start ("service dhcpd
restart"), and when the PXE/etherboot clients send requests (DHCP_DISCOVER, DHCP_OFFER, DH-
CP_REQUEST, DHCP_ACK...). The configuration file of the DHCP server is /etc/dhcpd.conf.

14.3.6. getClientResponse
Check that this process runs in the background ("ps auwx | grep getClientResponse"). Check the log file
of getClientResponse (/tftpboot/revoboot/log and files ending with ".log"). If there is a problem, the file
to change is /etc/lbs.conf

14.3.7. Webmin
Webmin access (http or https://server_name:10000) requires an authentication. The default password on
pre-installed version is "linbox" for the user "root".

Webmin use "Perl" and a script called "miniserv.pl." Check that miniserv.pl is running if you cannot
connect to Webmin. The Webmin configuration files are in /etc/webmin, and the Webmin scripts are in /
usr/share/webmin (depends of your Linux vendor).

In the "Others" pane of Webmin, you should find the administration modules for the LRS, in particular
the "LRS control center". If not, try to re-install the .wbm files available on our ftp site.

The LRS modules

14.4. Glossary

• Admin ID . Password asked when a new host has to be declared on the LRS server. This avoids host
declaration by a non-administrator.

• IP address. Unique numerical address, associated with an host connected to an IP based network.

DHCP
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• MAC address. Media Access Control. Also calledhardware address. Address of a network card, in-
volved in low-level management of a local network. This address must be unique for each network
peripherals. It is usually represented in hexadecimal base. Example: 12:52:F3:EB:4C:37 .

• basedir. LRS configuration parameter. Specifies the LRS root directory. By default, this is /
tftpboot/revoboot. This parameter is located into the file /etc/lbs.conf .

• Boot. Usually, this term indicates the starting stage of a computer.

• Client. Here, aclient is a computer requesting services of another computer, namedserver. In the
LRS case, the client is the machine whose hard-disk has to be saved or restored.

• DHCP. Dynamic Host Configuration Protocol: network protocol whose aim is to automatically
provide IP addresses to hosts. Usually, this task is under the responsibility of a program calledDhcpd
.

• dhcpd.conf. Global configuration file of the DHCP server program. Located in the /etc directory of
the server hosting the service.

• Image. An image is a raw copy of a data structure, like a filesystem for example. It is qualified asraw
because no translation is performed any more concerning internal data meaning. On the LRS side, an
image is a full or partial copy of data stored on a hard-disk.

• ID. Acronym of IDentifier. It is often an identification number.

• Shared image. Image that can besharedbetween several client hosts. Usually, this type of image in-
cludes an operating system, featured with a configuration simple enough to be installed on a maxim-
um of hosts without modification.

• Local image. As opposed toshared image, a local imageis host specific. Generally, this type of im-
age is not intended to be installed on a computer different than the one owning the image.

• lbs.conf. Global LRS configuration file. Located in the /etc server directory.

• MBR. Master Boot Record. Special hard-disk area involved in the start process of an operating sys-
tem.

• NFS. Acronym of Network FileSystem. It allows a user to access a remote filesystem in the same way
as it would do it on the filesystem located on his local hard-disk.

• OS. Acronym of Operating System.

• Boot menu. This is the LRS menu in text mode which appears at boot time on the client's screen. It
gives the user the ability to select an operating mode, like making a disk back up, installing a new OS,
or simply booting the existing OS.

• Server. This word usually means two things: Either a computer supplying a service toclientscom-
puters (e.g. an internet access) or either the software itself performing the service. This small differ-
ence is very important when several types of services are performed. For example, it is possible to
have simultaneously running DHCP, TFTP and NFSservers, which are functionally independent, but
physically located on the same computer. This is just the case of an LRS server configuration.

• TFTP Acronym of Trivial File Transfer Protocol.

14.5. Tips and Tricks
The PXE network boot fails (DHCP server not found) :
----------------------------------------------------
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The first thing to check is your NIC's PXE BIOS version and try to find
an update. Most of the BIOS implementing PXE 0.99 are bugged
(for example Intel IBA versions 1.x 2.0 or 3COM MBA version 3.x).

For NICs based on Intel chipsets you can find utilities for updating the BIOS
here (proutil.exe or proboot.exe) :

http://downloadfinder.intel.com/scripts-df-external/Support_Intel.aspx

For 3COM cards :

http://support.3com.com/infodeli/tools/nic/mba.htm

3COM also provides a "MBA on Disk", mbadisk.exe :

http://support.3com.com/mbaondisk_license.html

Using Etherboot PXE disks I see a strange F? message:
-----------------------------------------------------

That means that your client has received a DHCP response which does not contain
the filename option. Check the settings of your DHCP server.

Backuping SCSI and IDE drives at the same time:
-----------------------------------------------

The backup and restoration software rely on the fact that IDE drives are probed
before SCSI drives during the boot sequence. If your BIOS does the contrary,
you'll have problems during a restoration. Check in your BIOS settings, that
you have not enabled an option to probe SCSI disk first.
Similarly SCSI CD-ROMS drives should not be seen by the BIOS.

MBR and partition table:
------------------------

Reconstruction of hard disk's partitions will usually be done (and it is the case
by default when using automatically created "conf.txt" at backup time), without
erasing the full partition table (only the reconstructed partition table entry
gets modified).
That means :
1/ It is possible to restore partition by partition, without erasing an already
existing partition). Example would be to restore the system disk C: without erasing
the existing data partition D: . This of course can only be made if the two partitions
do not overlap (i.e. C: is smaller than the previous C: partition).
2/ At backup time, we are saving partitions, based on the content of the hard-disk's
partition table: thus if the table was not correctly built (a single partition restored,
but the previous table contained 2 entries), we will detect 2 partitions, one of which
is not desired and/or may be corrupted...
The workaround is to make "clean" reconstructions, by using partition table reconstructions
(ptabs command) and/or MBR restorations :
add "root (hd0) & mbr (nd)/tftpboot/revoboot/bin/mbr.bin in header.lst and/or conf.txt.

Summer time :
-------------

Images that are stored contain all parameters that were used to install the PC, this
includes in particular the settings of "automatic handling of summer time". If numerous
restorations are done, then each time the time shift will be applied, each time the
RTC will take one hour shift, and the PC will not be in sync with time. Prefer the use
of a NTP server (and a free NTP client of the PC).
You can also use NET services (using Samba perhaps) with a batch command in startup
and/or login scripts such as :

NET TIME \\server /S/Y

Resize hard disk partition at boot time :
-----------------------------------------

To limit the number of images for deployment, while using optimally the different hard-
disks capacities, it is possible to use (NTFS & Win2000) "Sysprep" and the
"ExtendOemPartition=1" key in the [Unattended] section of sysprep.inf.
See document Q240126 of Microsoft :
http://support.microsoft.com/support/kb/articles/Q240/1/26.ASP

Windows boot error 0x0000007B :
-------------------------------

If you see this error after a recovery, that probably because your hardware
configuration has changed and that Windows does not have the suitable drivers
to boot.

For more information: http://support.microsoft.com/default.aspx?scid=kb;en-us;Q271965
or follow this procedure.

Before making the image:

* log on the windows computer (the box to backup) as administrator
* extract these files from %SystemRoot%\Driver Cache\i386\Driver.cab :
Atapi.sys, Intelide.sys, Pciide.sys, and Pciidex.sys and copy them
to %SystemRoot%\System32\Drivers
* copy the following text in a mergeide.reg file
* merge the mergeide.reg file to the registry (right click in the explorer)

Text to copy in the reg file (without the ====)

===========
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\primary_ide_channel]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="atapi"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\secondary_ide_channel]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="atapi"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\*pnp0600]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
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"Service"="atapi"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\*azt0502]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="atapi"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\gendisk]
"ClassGUID"="{4D36E967-E325-11CE-BFC1-08002BE10318}"
"Service"="disk"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#cc_0101]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_0e11&dev_ae33]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1039&dev_0601]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1039&dev_5513]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1042&dev_1000]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_105a&dev_4d33]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1095&dev_0640]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1095&dev_0646]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1097&dev_0038]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_10ad&dev_0001]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_10ad&dev_0150]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_10b9&dev_5215]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_10b9&dev_5219]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_10b9&dev_5229]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="pciide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_1106&dev_0571]
"Service"="pciide"
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_1222]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_1230]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_2411]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_2421]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_7010]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_7111]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CriticalDeviceDatabase\pci#ven_8086&dev_7199]
"ClassGUID"="{4D36E96A-E325-11CE-BFC1-08002BE10318}"
"Service"="intelide"

;Add driver for Atapi (requires atapi.sys in drivers directory)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\atapi]
"ErrorControl"=dword:00000001
"Group"="SCSI miniport"
"Start"=dword:00000000
"Tag"=dword:00000019
"Type"=dword:00000001
"DisplayName"="Standard IDE/ESDI Hard Disk Controller"
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"ImagePath"=hex(2):53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,44,00,\
52,00,49,00,56,00,45,00,52,00,53,00,5c,00,61,00,74,00,61,00,70,00,69,00,2e,\
00,73,00,79,00,73,00,00,00

;Add driver for intelide (requires intelide.sys in drivers directory)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\IntelIde]
"ErrorControl"=dword:00000001
"Group"="System Bus Extender"
"Start"=dword:00000000
"Tag"=dword:00000004
"Type"=dword:00000001
"ImagePath"=hex(2):53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,44,00,\

52,00,49,00,56,00,45,00,52,00,53,00,5c,00,69,00,6e,00,74,00,65,00,6c,00,69,\
00,64,00,65,00,2e,00,73,00,79,00,73,00,00,00

;Add driver for pciide (requires pciide.sys and pciidex.sys in drivers directory)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PCIIde]
"ErrorControl"=dword:00000001
"Group"="System Bus Extender"
"Start"=dword:00000000
"Tag"=dword:00000003
"Type"=dword:00000001
"ImagePath"=hex(2):53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,44,00,\

52,00,49,00,56,00,45,00,52,00,53,00,5c,00,70,00,63,00,69,00,69,00,64,00,65,\
00,2e,00,73,00,79,00,73,00,00,00

===========

14.6. LRS Updates: FTP Site
"ftp.linbox.com"

14.6.1. Webmin Modules Updates
Updates are available at ftp://ftp.linbox.com/pub/lrs/webmin/, and are named:

• lbs-x.x.wbm, for the LRS module

• lbs-CD-x.x.wbm, for the CDs creation module

14.6.2. LRS Binaries Updates
Updates are available at ftp://ftp.linbox.com/pub/lrs/base/base-update/, and are named:

• base-update-xxxxxxxx.tgz (where xxxxxxxx is a release date)

• revoboot.pxe: the network bootloader

• bzImage and initrd.gz: the diskless kernel used during the backup

• lbl.cdrom: the CD bootloader

14.7. Passwords
Application login / password

Linux root / linbox

Webmin root / linbox

Admin. ID linbox

LRS Updates: FTP Site
"ftp.linbox.com"
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The "login" password can be changed with the "passwd" command. The Webmin password can be
changed with Webmin. The Admin ID to add LRS stations is in the file /etc/lbs.conf, on the line "admin-
pass=xxxxxx".
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